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Mpukas ®Cb PO ot 27.12.2011 N 796
"06 yTBepxaeHnn TpeboBaHWUiA K CpefiCTBaM 31EKTPOHHOM JokyMeHT npepoctasneH KoHcynbTaHTlAoC
noanucu n TpeboBaHWI K CpeacTsaM ya... fata coxpaHerus: 29.01.2017

3apeructpupoaHo B MuHtocte PO 9 cdeepans 2012 r. N 23191

®EOEPANBHASA CNYXXBA BE3ONACHOCTU POCCUACKON ®EOEPALIUN

NPUKA3
oT 27 nekabps 2011 r. N 796

Ob YTBEPXOEHUUN TPEBOBAHUA .
K CPEOCTBAM 3JIEKTPOHHOU NOANUCU U TPEBOBAHUU K CPEACTBAM
YAOCTOBEPAIOLLEIO LIEHTPA

B cootBeTcTBMM C YacTbio 5 ctatbu 8 PepepanbHoro 3akoHa ot 6 anpens 2011 r. N 63-®3 "O6 anekTpoHHON
noanucu" <*> npukasbiBato YyTBEPANUTDL:

<*> CobpaHue 3akoHogaTenbcTBa Poccuickon ®egepaumn, 2011, N 15, ct. 2036; N 27, cT. 3880.

TpeboBaHus K cpeacTBam anekTpoHHOM nognucu (npunoxenue N 1);
TpeboBaHus k cpeacTBam yoocToBepsiowero LeHTpa (npunoxexue N 2).

OupekTop
A.BOPTHUMKOB

Mpunoxexne N 1
K npukasdy ®CB Poccun
oT 27 pexkabps 2011 r. N 796

TPEBOBAHUA K CPEACTBAM 3NMEKTPOHHOM noanucu
|. O6bwue nonoxeHns

1. Hactosiwume TpeboBaHusa paspaboTaHbl B cooTBeTcTBUM C PepepanbHbiM 3akoHOM OT 6 anpend 2011 r. N
63-03 "O06 anekTpoHHOW noanucn" (ganee - PegepanbHbl 3aKOH).

2. B HacTtosawux TpeboBaHWsX UCNOMb3YHOTCA Cneaylowmne OCHOBHbIE MOHATUSA, onpedeneHHble B cratbe 2
depnepanbHOro 3akoHa:

1) anekTpoHHas nognuck (ganee - 3M1) - UHpopmaLns B aNeKTPOHHOM hopMe, KoTopasi NpUcoeanHeHa K Opyron
MHOpMaLMM B 3NEKTPOHHOW dopMe (noanucbiBaeMon MHOpMaLMn) unm KMHbIM 00pas3oM CBsi3aHa C  Takow
MHdopMaLMen n KoTopas NCMONb3yeTca AN onpeaeneHns nuua, NognuMceiBaroLwero MHpopmaumio;

2) ypocToBepswoowWwmMn UeHTp (ganee - YL) - opuguyeckoe nuuo vnv WHAMBWAYyanbHbIA NpeanpuHuMaTenb,
ocyLlecTBRAsOLWME PYHKLUN MO CO30aHMI0 U Bblgade cepTudmnkaToB Knoven nposepkn 3l1, a Tawke WHble QYHKUNM,
npegycMmoTpeHHble deaepanbHbiM 3aKOHOM;

3) kntoy 3l - yHMKanbHasa nocneaoBaTenbHOCTL CUMBOMOB, NpeAHa3HayeHHas ans co3gaHus Oll;

4) kntoy npoepkn 3l - yHMKanNbHasa nocrnefoBaTeNbHOCTb CMMBOJIOB, OQHO3HAYHO CBsA3aHHasA ¢ kntodom 3l u
npegHasHayeHHas onsi npoBepkun noanuHHoctn 3l (aanee - npoeepka 3M);

5) cpenctea 3l - wndpoBanbHbie (kpunTorpadguyeckne) cpenctea, UCMNonb3yemble AMs peanu3auun xoTa Obl
OLHOM 13 criegytoLwmx pyHkumi - cosganmne M1, npoeepka 3l1, cozaaHme kntoda 3l un knoya nposepkn 37

6) ceptudpmkat kntova nposepkn Al - INEKTPOHHBIV AOKYMEHT UM JOKYMEHT Ha OyMakHOM HocuTerne, BblAaHHble
YL nnbo poeepeHHbIM nuvuom YL n noatBepxgawlme nNpuvHaANexHoOCTb Knoya nposBepku 3l Bragensuy
cepTudukara knrova nposepku Arl.

3. Hactosiwme TpeboBaHus yCcTaHaBNMBAKOT CTPYKTYPY M coaepxaHue TpeboBaHum k cpegcteam Oll.

4. Hactoswme TpeboBaHuMs npedHasHayeHbl AN 3aKka3yMkoB UM paspaboTumkoB  paspabaTbiBaeMbixX
(mogepHusmpyemblx) cpeacts Ol npu ux B3aMMOAENCTBMM Mexay cobon, C opraHuMsauusiMu, MNpOoBOAALLMMMU
KpunTorpaduyeckue, MHXEHepHO-KpuntTorpadudeckme u cneumanbHble uccnegosaHus cpeacts 3, ®CBb Poccun,
OCYLLECTBMAILLEN NOATBEPXKAEHNE COOTBETCTBUA cpeacTB Al HacToawmM TpeboBaHusAM.
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5. Hactoswue TpeboBaHusa pacnpocTpaHsatoTcs Ha cpeactBa 3, npegHasHavyeHHble AN MCMONb30BaHUSA Ha
TeppuTtopun Poccuiickon ®enepauun, B yupexaeHusx Poccuickon degepaumm 3a pybexkom M B HaxoasuMxcsa 3a
pyboexxoM 060CcobneHHbIX NogpasaeneHnsix puanYeckmx nuy, obpasoBaHHbIX B COOTBETCTBMM C 3aKOHOAATENbLCTBOM
Poccuiickon ®eaepaunn.

6. K cpeactBam 31 B yactu ux pa3paboTku, NPOU3BOACTBA, peanu3auMu M IKchnyatauum npenbsBrsioTcs
TpeboBaHus, 3akpenreHHble MonoxeHvem o pa3paboTke, NPOM3BOACTBE, peanuaaummn 1 akcnnyaTauum WndpoBanbHbIX
(kpunTorpadmyeckmx) cpeacTs 3awwmTbl MHopmauum (MonoxeHne MK3-2005), yteepxxaeHHbIM npukazom $PCE Poccum
oT 9 dpeBpans 2005 r. N 66 <*> (c u3MeHeHnsIMN, BHECEHHbIMK Npuka3om PCHB Poccum ot 12 anpena 2010 r. N 173
<**3>), ansa wndpoBanbHbIX (KpynTorpaduyeckmx) cpeacTB 3alimTbl MHOPMaUUM C OrpaHWYEHHbIM OOCTYMNOM, He
cofepKallen cBeAeHUn, COCTaBNSALLNX rOCYAaPCTBEHHYIO TanHy.

<*> 3apeructpuposaH MuHioctom Poccun 3 mapta 2005 r., pernctpaumoHHbii N 6382.
<**> BapeructpupoaH MuHioctom Poccun 25 mas 2010 r., pernctpaumoHHbii N 17350.

7. TpeboBaHusa K TexHomormsm cosgaHus (dopmupoBaHus) u nposepkn Ol ¢ nomowpblo cpeactea 3l
YKa3bIBalOTCH B TAKTUKO-TEXHUYECKOM 3aaHNN UM TEXHUYECKOM 3afaHuM Ha MnpoBedeHUE OMbITHO-KOHCTPYKTOPCKON
paboTbl UM COCTABHOWM YaCTU OMbITHO-KOHCTPYKTOPCKOWM paboThbl No pa3paboTke (MogepHu3aumm) cpeactea Il (ganee
- T3 Ha pa3paboTky (MogepHu3auuto) cpeactaa Jl).

Il. TpeboBaHus k cpeactBam 3l

8. Mpwu cosgaHum 31 cpeactsa I QOMKHbI:

- MNoKasblBaTb Nuuy, NOANUCLIBAKOLLEMY 3MEKTPOHHbIN [OKYMEHT, codepxaHue WHgopmMaumm, KOTOpyl OH
noanucbiBaeTt <*>;

- cos3gaBatb Al TonbKo Nocne NoATBepXAeHUS NULIOM, NOAMMCHIBAIOLLMM 3MIEKTPOHHbIVA JOKYMEHT, onepaumv no
cosganuto 3l <*>;

- 0[HO3HAa4HO nokasbiBaTb, YTo Al co3pgaHa <*>.

9. Mpwn nposepke Al cpeactea 3 AOMKHBI:

- NOKa3bIBaTb coAepKaHne 3NeKTPOHHOro AOKyMeHTa, noanucaHHoro Il <*>;

- NoKasbiBaTb MHPOPMALMIO O BHECEHUU U3MEHEHUI B NoANUCaHHbIA 3 aNeKTPOHHbLIN JOKYMEHT <*>;

- yKa3blBaTb Ha N1LO, C UCMOMb30BaHMeM Kntoya Il KOTOporo nognucaHbl ANEKTPOHHbIE JOKYMEHTbI <*>,

<*> PeanusyeTcsa B TOM YUCIIE C UCMOSMb30BAHMEM annapaTHbIX U NPOrpaMMHbIX CPeACTB, COBMECTHO C KOTOPbIMU
LWITaTHO hyHKUMOHMPYIOT cpeacTBa 3l n koTopble CNOCOOHLI NOBMAMATL Ha BbIMNOMHEHWE NPeAbABASEMbIX K CpeacTBam
Ol TpeboBaHuMi, B COBOKYNHOCTM NPEACTaBNSALWNX cpeay dyHKUMOHUpoBaHus cpeacts Al (aanee - CO).

10. TpeboBaHusa nyHKkTOB 8 1 9 HacToAwwmx TpeboBaHWiA He NpuMeHsitoTcs Kk cpegcteam Al1, ncnonb3yembiM A5is
aBTOMaTNYECKOro co3ganuns un (Unu) aBTomaTndeckon npoepkn Il B MIHOPMALMOHHOW cUcTeme.

11. Cpepnctea 3l OMmKHBI NPOTUBOCTOATL Yrpo3aM, NPeacTaBnsaoWmMM cobon ueneHanpaBnieHHble OENCTBUS C
UCNonb30BaHMEM annapaTtHbIX U (MnM) NPOrpaMMmHbIX CPeACTB C Lenbl HapylleHust 6e3onacHoCTU  3alumiaemMon
cpeactesoM 3l nHopmaLmm nnm ¢ LUenbo co3aaHns YCnoBui aAng 3Toro (ganee - ataka).

12. B 3aBMCMMOCTM OT COCOOHOCTEN NPOTUBOCTONATL aTakam cpeactsa Al nogpasaenstoTcsa Ha Knacchl <*>.

<*> HeobOxoaumbin knacc paspabaTbiBaeMoro (mMogepHusnpyemoro) cpeactea Ol onpegensieTcs 3akasynkoM
(paspaboTtumkom) cpepctea Ol nytem onpeaeneHnss BO3MOXHOCTEM OCYLLECTBMSATb CO34aHMe cnocoboB aTak,
MOAroTOBKY W MpoBedeHue atak Ha ocHoBe MyHKToB 13 - 18 Hactoswmx TpeboBaHun n ykasbiBaeTcd B T3 Ha
pa3paboTky (MogepHusaumo) cpeactaa All.

13. Cpenctea 31 knacca KC1 npoTMBOCTOAT artakam, nNpu co3gaHum cnocoboB, MOArOTOBKE UM MpoOBeAeHUn
KOTOPbIX MCMOSb3YHTCA CneayoLme BO3MOXHOCTU:

13.1. CamocToaTenbHOE OCYLLECTBIIEHNE CO30aHUSA CNocoboB aTak, NOArOTOBKM M NPOBEAEHMS aTak.

13.2. [lercTBUA Ha pasnmyHbIX 3Tanax Xn3HEeHHOro uukna cpegcrea I <*>,

<*> K aTanam XXn3HeHHOro uukna cpeacrtea Ol oTHOCATCA pa3pa60TKa (MO,D,ele/I3aLU/|F|) YKa3aHHbIX CpeacTtB, UX
npon3BOACTBO, XpaHeHue, TPaHCNopPTUPOBKaA, BBOA B 3KCMJ1yaTauuto (I'IyCKOHaJ'Ia,D,O‘-IHble paGOTbI), SKCnyatauun4.

13.3. lMpoBefeHne ataky TOMbKO M3BHE MPOCTPaHCTBA, B MNpeaenax KOTOpPOro OCYLEeCTBNSAETCA KOHTPONb 3a
npebbiBaHNeM 1 AeNCTBMAMM NULL U (MNK) TPAHCNOPTHBIX CPeacTB (ganee - KOHTponMpyemas 30Ha <*>).
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<*> [paHuUel KOHTPONMPYEeMON 30Hbl MOryT ObiTb: MEPUMETP OXpPaHseMon TeppuTopuM NpPeanpuUsTUs
(yypexxoeHus), orpaxkgaroline KOHCTPYKLUMM OXpPaHsSeMOro 3d4aHusl, OXpaHsieMOW 4YacTu 3[4aHusl, BblOENEeHHOro
MoMeLLEeHUs.

13.4. NpoBeaeHne Ha 3Tanax pa3paboTku, NPoM3BOACTBA, XPaHEHMs, TpaHCNOpPTMpoBKM cpeacTtB Ol n atane
BBOAA B aKcnnyataumio cpeacts Ol (nyckoHanago4dHble paboTkl) crneayowmx aTak:

- BHECEHVE HECAHKUMOHMPOBAHHBLIX M3MeHeHuh B cpefctBo Ol u (unu) B komnoHeHTbl CP, B TOM uyucne c
NCMNoMb30BaHNEM BPEAOHOCHbBIX MPOrpamMm;

- BHECEHVE HECAHKLMOHMPOBAHHbLIX U3MEHEHW B AOKYMeHTaumo Ha cpeactBo 3l 1 Ha kKoMNoHeHTbl CO.

13.5. NpoBegeHve aTak Ha cneayowmne o6bLEKTLI:

- JOKyMeHTauuo Ha cpeactso 31 1 Ha KoMNOHeHTbI CO;

- 3aMLLAEMbIE SMEKTPOHHbBIE JOKYMEHTI;

- KIMYEBYH0, ayTEHTUMOULMPYIOLLYIO U NaposnbHyto nHdopmaumto cpeacrtaa A,

- cpeacteo Al n ero nporpaMMHbIE U annapaTHbIE KOMMOHEHTbI;

- annapaTHble cpeacTBa, Bxogdwme B C®, BkMNwYas MUKPOCXEMbl C 3anncaHHbIM  Mukpokogom BIOS,
OCYLLECTBMSAIOLLEN NHULMANN3aLmMIio 9TUX CPEACTB (Aanee - annapaTtHble KOMNOHeHTbl CP);

- NporpaMMHble KOMMNOHEHTbI CO;

- JaHHble, NepefaBaeMble Mo KaHanam cBA3w;

- MOMELLEHUS], B KOTOPbIX HAXOAUTCS COBOKYMHOCTb MPOrPaMMHbIX Y TEXHUYECKUX 3NTIEMEHTOB CUCTEM 00paboTku
[OaHHbIX, CNOCOOHBIX PYHKLMOHMPOBATL CaMOCTOSITENTbHO UM B cOCTaBe ApyrMx cuctem (ganee - CBT), Ha KOTOpbIX
peanu3oBaHbl cpeactea Al n Co;

- UHble OOBLEKTbI aTak, KOTopble MpuM HeobXooMMOCTU ykasbiBalTcsd B T3 Ha paspaboTky (MopepHusauuio)
cpenctea Al ¢ y4eToM MCMOMb3yeMblX B MHPOPMALMOHHON cucTEME WMHAOPMALMOHHBLIX TEXHOMOMMIM, annapaTHbIX
cpencts (ganee - AC) n nporpammHoro obecneyexus (ganee - MO).

13.6. MNonyyeHwne cnegyowen nHpopmaumn:

- 06wWmx ceegeHun o6 MHOPMAaLMOHHOM CUCTEME, B KOTOPOW ucnonb3yetcsa cpeactso Al (Ha3HayeHne, cocTas,
onepaTop, 06bEKThI, B KOTOPbIX pa3MeLLeHbl pecypcbl MHEPOPMAaLMOHHON CUCTEMBI);

- cBegeHun 06 MHpopMaUMOHHbIX TexHonornax, 6asax AgaHHelx, AC, MO, ncnonb3yembix B MHOPMAaLMOHHON
cucTemMe COBMECTHO co cpeacTsom 3lT;

- CBELEHU 0 PM3MYECKNX Mepax 3alnTbl OOBLEKTOB, B KOTOPbIX pa3mMelleHbl cpeactea AlT;

- CBEleHU 0 Mepax No obecrneyeHnto KOHTPONIMPYEMOW 30HbI 0O BEKTOB MHAPOPMALIMOHHON CUCTEMBI, B KOTOPOW
ncnonb3yetcs cpeacteo Al

- CBedeHu O Mepax Mo pasrpaHUyYeHuo JOCTyna B MOMeLleHus, B KOTopbiX HaxoasTca CBT, Ha KoTopbix
peanusoBaHbl cpeactea Al n Co;

- cofepXaHusi HaxopsLecs B cB0OOOAHOM AOCTyNe AOKYMEHTaUMM Ha annapaTHble U NPorpamMMHbIE KOMMOHEHTbI
cpeactea AN n CP;

- 00LWuxX cBeAEeHU O 3alumLaeMorn nHopmaLmm, Cnonb3yemon B npouecce aKkcnnyartauum cpeacrea 3l

- BCEX BO3MOXHbIX [AaHHbIX, MepedaBaeMbiX B OTKPbITOM BuAe MO KaHanam CBs3W, He 3aluleHHbIM OT
HecaHKUMoHMpoBaHHoro goctyna (ganee - HCL) k nHopmauum opraHm3aunoHHO-TEXHUYECKUMN Mepamu;

- CBEAEHUM O NIMHNSAX CBA3M, N0 KOTOPLIM NepeaaeTcs 3awmwaemas cpegctsom 3l nHdopmauums;

- cBefeHuii 000 Bcex MpoSIBSOWMXCA B KaHanax CBs3W, He 3awumuweHHblx oT HCO k wmHdopmauum
OpraHn3auUMOHHO-TEXHUYECKUMU MePaMK, HapyLLEHMAX NpaBun akcnnyaTtauum cpeactea Al n CO;

- cBefeHui 000 Bcex MpOoSABMSAOWMXCA B KaHanax CBA3W, He 3awmuweHHblix oT HCO Kk wmHdopmauum
OpraHn3auMOHHO-TEXHUYECKUMM MEpaMmM, HEUCNPABHOCTSIX 1 cbosAX annapaTHbIX KOMMOHEHTOB cpeacTea Ol n Co;

- CBeAeHuUn, nony4yaembIx B pesynbTaTte aHanusa nobbix CUrHanos oT annapaTHbIX KOMMNOHeHToB cpeactea Al wm
Co, koTOpble MOXET NepexBaTUTb HapyLUUTESb.

13.7. Nicnonb3oBaHue:

- HaxO4sALWMXCHA B CBOOOOHOM JOCTyMe WNM MCMonb3yemMbix 3a npegernamu KoHTpornupyemon 3oHel AC u T10,
BKITHOYas annapaTHble 1 MporpaMMHble KOMMOHEHTbI cpeacTsa Al n Co;

- cneyunanbHoO paspaboTaHHbix AC u MO.

13.8. Ncnonb3oBaHune B kadecTBe cpefdbl nepeHoca OT cybbekta k obbekTy (0T obbekTa K CybbekTy) ataku
OeViCTBUI, OCyLLEeCTBNSEMbIX MPU NOArOTOBKE U (MnK) NpoBeAeHUM aTaku (fanee - KaHan ataku):

- He 3awmueHHbIx oT HC k uHdopmaumm opraHU3auMOHHO-TEXHUYECKUMU MepaMy KaHaroB CBA3W (Kak BHE
KOHTPONMpPYEMOW 30HbI, TaK U B €€ npefernax), No KoTopbiM NepefaeTcs 3awmuiaemas cpeactsom 3l nHdopmaums;

- KaHanoB pacrnpoCTPaHEHNsI CUTHANOB, COMPOBOXAAILLMX PYHKLMOHNPoBaHue cpeactea Il u Co.

13.9. MNpoBegeHne atakm n3 NHPOPMaLNOHHO-TENEKOMMYHUKALMOHHbIX CETEN, AOCTYN K KOTOPbIM HE OrpaHuYeH
onpeaeneHHbIM KpyroM nuu,.

13.10. Ucnonb3osaHne AC 1 IO n3 coctaBa cpedcTB WUHMOPMALMOHHOW CUCTEMbI, UCNOMb3yeMbIX Ha MecTax
akcnnyaTtauun cpeactea Il (ganee - wWraTHble CpeacTBa) U HaxoaAWUXCS 3a npeaenamMm KOHTPONMPYyeMON 30HbI.
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14. Cpenctea Jl1 knacca KC2 npoTMBOCTOAT artakam, nNpu co3gaHum cnocoboB, MOArOTOBKE UM MpoOBeAeHUn
KOTOPbIX MCMOMb3YKTCS BO3MOXHOCTW, nepeyncrneHHble B noanyHktax 13.1 - 13.10 HacTtosiwmx TpeboBaHui, M
cnegyroLne OonoNHUTENbHbIE BO3MOXHOCTH:

14.1. NpoBeaeHne aTakn Npu HAXOXAEHUN KaK BHe Npedenos, Tak 1 B npegenax KOHTPOnMpyeMOn 30HbI.

14.2. Vcnonb3oBaHue WTATHbIX CPEACTB, OrpaHMYEeHHOe Mepamu, peanni3oBaHHbIMU B  UH(OpMaLMOHHOM
cuctemMe, B KOTopow wucnonb3dyetca cpegctso Oll, u HanpaBneHHbIMM Ha NpefoTBpalleHNe U MNpecedeHune
HeCaHKUMOHMPOBAHHLIX AEACTBUNA.

15. Cpegctea 3l knacca KC3 npoTMBOCTOAT artakam, npu co3gaHum cnocoboB, MOArOTOBKE M MpPOBeAEHWUU
KOTOPbIX MCMOMb3YHTCS BO3MOXHOCTU, NepedncrieHHble B nognyHkrax 13.1 - 13.10, 14.1, 14.2 HacToswmx TpeboBaHui,
W cneayoLlme AoNONHUTENbHbBIE BO3MOXHOCTHU:

15.1. Doctyn k CBT, Ha koTopbIX peanu3oBaHbl cpeactso 3 n CO.

15.2. BO3MOXXHOCTb pacnonaratb annapaTHbIMK KoMnoHeHTamu cpeactBa Ol n CP B obbeme, 3aBUCSLLEM OT
Mep, HanpaBlieHHbIX Ha NPeAdOoTBpalleHMe U MNPecevYeHne HEeCaHKUMOHMPOBAHHLIX AEWCTBUI, peanu3oBaHHbIX B
WHOPMAaLIMOHHONM CUCTEME, B KOTOPOM ucnornb3yeTcsa cpencteo Al1.

16. Cpegctea 31 knacca KB1 npoTMBOCTOAT artakam, Npu co3gaHum crnocobos, NogroToBke U NpoBeneHUn
KOTOPbIX UCMOMb3YTCS BO3MOXHOCTW, NepedncrieHHble B nognyHkrtax 13.1-13.10, 14.1, 14.2, 15.1, 15.2 HacTosWwmX
TpeboBaHuni, 1 cneayowmne 4ONOSIHUTENbHbLIE BO3MOXHOCTH:

16.1. Co3gaHune cnocoboB atak, NoArotoBka W MNpoBedeHUe aTak C MPUBIIEYEHMEM CMELNanncToB, UMELLINX
onbIT pa3paboTkn 1 aHanunsa cpeacTte A1, BKMoYas cneynanuctoB B obnactu aHanuia CUrHarnoB, COMPOBOXAAMLLMX
dyHKUNoHnpoBaHue cpeactea I n CO.

16.2. NpoBeaeHne nabopaTopHbIX nccnegoBaHmn cpeactea 31, NCNONMb3yeMoro BHE KOHTPONMPYEMOW 30Hbl, B
obbeme, 3aBuCALLEM OT MEp, HanNpaBfeHHbIX HA MPeAoTBpPaLLEHNE M NpecevYeHne HEeCaHKUMOHMPOBAHHbLIX OENCTBUMN,
peanu3oBaHHbIX B MHHOPMALMOHHOW cUCTeMe, B KOTOPOW ncnone3yetcs cpeactso 3.

17. Cpegctea 3l knacca KB2 npoTMBOCTOAT atakam, Npu cos3gaHum crnocoboB, NoaroToBke U NpoBedeHUn
KOTOPbIX UCMOMb3YOTCA BO3MOXHOCTW, MNepeynucrieHHble B nognyHkrax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2
HacToswmx TpeboBaHWiA, U crieaytoLmMe AONONHUTENbHBIE BO3MOXHOCTH:

17.1. Co3gaHune cnocoboB aTtak, NoAroToBka M MpoBedeHUEe aTak C MPUBIIEYEHMEM CMELNAnUCTOB, UMELLNX
onbIT pa3paboTkn 1 aHanusa cpeacts 31, BkMoYasa cneynanucTos B 06nacT UCNONb30BaHUA AMs peanu3auumn aTak
BO3MOXHOCTeW npuknagHoro MO, He onucaHHbIX B AOKYMEHTaumu Ha npuknagHoe 0.

17.2. MNocTtaHoBKka paboT Mo co3gaHuMio cnocobOB U CPEeACTB aTtak B Hay4HO-MCCIEeAOBaTENbCKUX LEeHTpaXx,
crneumnanmanpyoLmxcs B obnactu paspaboTtku n aHanunsa cpegcts Ol u CO.

17.3. BO3MOXHOCTbL pacnonaratb UCXOAHbIMY TekcTamu Bxogswero B CO npuknagHoro MO.

18. Cpegctea 3l knacca KA1 npoTMBOCTOAT artakam, Npu co3gaHum crnocobos, NoaroToBke U MpoOBeSeHUM
KOTOPbIX MCMOMb3YKTCS BO3MOXHOCTU, NepeyncrneHHble B nognyHktax 13.1-13.10, 14.1, 14.2, 151, 15.2, 16.1, 16.2,
17.1 - 17.3 HacToswmx TpeboBaHuin, 1 cnegyowme AONONHUTENbHbLIE BO3MOXHOCTHU:

18.1. Co3gaHune cnocoboB atak, NoArotoBka W MpoBedeHWe aTak C MPUBIIEYEHWEM CMELNanunucToB, UMELLINX
onbIT pa3paboTkn 1 aHanunsa cpeacTte A1, BKoYas cneynanuctoB B 06nacTn UCnonb3oBaHUSA AN peanu3auumn aTak
BO3MOXHOCTen cuctemHoro MO, He onucaHHbIX B AOKYMEHTaumm Ha cuctemHoe [MO.

18.2. Bo3MOXHOCTb pacnonaratb BCen JOKYMeHTaumeln Ha annapaTHble 1 NporpaMMHble KOMMOHEHTbI C.

18.3. Bo3aMOXHOCTb pacnonaratb BCEMU annapaTHbIMKU KoMnoHeHTamu cpegcTtea Ol n CP.

19. B cnyyae peanusauum B cpeactee 3l dyHKumm nposepkn Ol aNeKTpOHHOro AOKYMEHTa C MCMNOoNb30BaHWEM
cepTudukaTa krnoda npoeepkn Ol aTa peanusaums AOMKHA WUCKNIOYUTbL BO3MOXKHOCTb NpoBepkn Ol 3NeKTPOHHOro
JokymeHTa 6e3 npoBepku 3 B cepTndukaTte kmova nposepkn Il vnm 6e3 Hanuumsa MONOXWUTENBHOrO pesynbraTta
nposepkn Il B cepTudukaTe krroda nposepkm Ar1.

20. MNpwn paspaboTke cpeacTte Il JOMKHBbI UCNONB30BATLCS KpunTorpaduyeckne anropuTMbl, YTBEPXKOEHHbIE B
KayecTBe rocy4apCTBEHHbIX CTaHAAPTOB UMW UMEIOLLME NONoXMTENbHOE 3akntodeHne ®Chb Poccun no pesdynbtatam mnx
AKCMEPTHLIX KpunTorpadnyeckmx nccneqoBaHnim <*>.

<*> [MognyHKT 25 nyHkTa 9 lMonoxeHus o depepanvHon cnyxbe 6esonacHoctu Poccunckon Pepepaumu,
yTBepxaeHHoro Ykasom [lpesvageHta Poccuiickon Pepepaumm ot 11 aerycta 2003 r. N 960 (CobGpaHue
3akoHogarenbcTBa Poccuiickon ®epepauun, 2003, N 33, cT. 3254; 2004, N 28, cT. 2883; 2005, N 36, cT. 3665; N 49,
cT. 5200; 2006, N 25, cT. 2699; N 31 (4. ), cT. 3463; 2007, N 1 (4. 1), cT. 205; N 49, c1. 6133; N 53, cT. 6554; 2008, N
36, cT. 4087; N 43, c1. 4921; N 47, c1. 5431; 2010, N 17, cT. 2054; N 20, cT. 2435; 2011, N 2, c1. 267; N 9, c1. 1222)
(nanee - MNonoxeHne o ®CB Poccun).

21. VHxeHepHo-KkpunTorpaduyeckasl 3awmra cpeactea A1 [ormKHA MCKITOUUTE  COObITUSA, MpMBOAsLUME K
BO3MOXHOCTU MPOBEOEHUS YCMewHbIX aTak B YCMOBUSX BO3MOXHbBIX HeucnpaBHOCTEM unuM cboeB annapaTHOro
KomnoHeHTa cpeactea Al unu annapatHoro komnoHeHTa CBT, Ha KOTOpOM peanu3oBaHO NporpamMmmHoe cpencteo Al.

22. B cpeactBe 3l gomkHbl ObiTb peanv3oBaHbl TONMbKO 3agaHHble B T3 Ha pas3paboTky (MOAepHWU3aLMio)

KoHcynbTanTlNKoC

www.consultant.ru CrtpaHuua 4 us3 15
HaeXHas npaBoBas noaaepXxkKa



consultantplus://offline/ref=6EEEE6055C958F4C932F6A96FFC571211C9AF267EB06F7EF0F1FD7E686644B10CAF4BC34DB1E3D01L474J
consultantplus://offline/ref=6EEEE6055C958F4C932F6A96FFC571211C9AF267EB06F7EF0F1FD7E686644B10CAF4BC34DB1E3D01L474J
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas ®Cb PO ot 27.12.2011 N 796
"06 yTBepxaeHnn TpeboBaHWUiA K CpefiCTBaM 31EKTPOHHOM JokyMeHT npepoctasneH KoHcynbTaHTlAoC
noanucu n TpeboBaHWI K CpeacTsaM ya... fata coxpaHerus: 29.01.2017

cpenctaa Ol anroputmbl YHKUMOHUPOBaHMSA cpeacTaa Al.

23. TporpaMmHbIA KOMNOHEHT cpeacTtBa Ol (B cnyyae Hanmuus nporpamMHOro KOMMOHeHTa cpegcta Jl1)
[OIDKEH YOOBMETBOPSTL Criefyowmm TpeboBaHNsIM:

- 0ObEeKTHbIA (3arpy304HbI) KOA4 MPOrpaMMHOro KOMMOHeHTa cpeactBa Jl1 JomMkeH COOTBETCTBOBATb €ro
WUCXOAHOMY TEKCTY;

- B NporpamMmmMHOM KOMMoHeHTe cpefctea A1 JOmkHBI UCMOMb30BaThCA MpPU peanu3aumy TONMbKO OMUCaHHble B
OOKyMeHTaumm dyHKLMKN MPOrpaMMHON cpefbl, B KOTOPOW yHKUMOHUpYeT cpeactao OlT;

- B MCXOAHbIX TEeKCTax MpOrpaMMHOro KOMMoOHeHTa cpeactBa 3l OOMKHbI OTCYTCTBOBaTb BO3MOXHOCTH,
no3BonsoLLmMe MogudunumMpoBaTb UM UCKaxXaTb anroputMm paboTtel cpeactea 3l B npouecce ero Ucnosnb3oBaHUS,
MoaMduLMpoBaTh WUNU  UCKaXaTb WMHAOPMAUMOHHBIE UMM yNpaBnsAlowMe MNOTOKM M MNPOLECCHhl, CBA3aHHble C
dyHKUMOHNpOBaHUeM cpeactaa Jl1, M nonyyatb HApYLWUUTENSIM AOCTYN K XpaHsLWENCAa B OTKPbITOM BuAE KMOYEBOW,
naeHTurKaunoHHom 1 (unu) ayteHtTucuymupyoLlen nidopmarmm cpeacraea OlTl;

- 3HaA4YeHUs BXOAHbIX U BHYTPEHHUX MapameTpoB, a TaKKe 3HAYEHWs NMapamMeTpoB HACTPOEK MPOrpaMMHOro
KOMMoHeHTa cpeactea A1 He JOIMKHbI HEraTUBHO BNMATb Ha €ro OYHKLUMOHUPOBAHME.

24. B cny4vae nnaHupoBaHus pasMelleHus cpenctB 31 B MOMELeHUsX, B KOTOPbIX MPUCYTCTBYET pedeBas
aKkycTmyeckasi U BusyanbHas UHhopmaums, cogepxallas cBegeHns, COCTaBnsaoWwmne rocyaapCTBEHHYO TanHy, 1 (1Unm)
ycTaHoeneHbl AC 1 cuctemMbl Npuema, nepegayn, oopaboTkun, xpaHeHus M oTobpaxeHunss nHdopmaumm, cogepallen
CBe[EHMS, COCTaBMAOLLME rocyaapCTBEHHYO TanHy, AC MHOCTPaHHOIro MpPOM3BOACTBA, BXOAsLME B COCTaB CpeacTB
Oll, gomkHbl ObITe NOABEPrHYTHI NPOBEPKAM MO BbISIBIIEHWIO YCTPONCTB, NPeAHa3HaYeHHbIX 1151 HErMacHOro NosyyYeHus
MHdopMaLnu.

B cnyyae nnaHupoBaHus pasmelleHms cpegctB Ol B nomelleHusix, B KOTOPbIX OTCYTCTBYET peyeBas
aKycTmyeckasi U BudyarnbHasi MHopmMauus, cofepxallaa CBeAeHWsi, COCTaBnsOLMNE rOCYOapCTBEHHYH TaWHy, U He
ycTaHoeneHbl AC 1 cuctemMbl Npuema, nepegayn, oopaboTku, xpaHeHus M oTobpaxeHunss nHdopmaumm, coaepallen
CBe[EeHMS, COCTaBNSAOLLNE rOCYAAPCTBEHHYHO TalHy:

- pelueHmne o npoBefeHnn nposepok AC MHOCTpaHHOro NPOM3BOACTBA, BXOAALWMX B cocTaB cpeacTtB Al knaccos
KC1, KC2, KC3, KB1 n KB2, npuH1maeTcs opraHusaumen, obecrneunBatoen akcniyartaumio gaHHbix cpeacts OlT;

- npoBepkn AC WMHOCTpPaHHOrO NPOM3BOACTBA, BXOAAWMX B cocTaB cpefacts Ol knacca KA1, nposogsatca B
ob6s3aTensHOM nopsigke.

25. CpegctBo Ol omKHO NpoBOoauTb ayTeHTUdMKaumo cybbekToB goctyna (nuvu, npoLeccoB) K 3TOMy CPeACTBY,
npu aTOM:

- Mpu ocyLLecTBNeHnn goctyna k cpegctey 3l ayTeHTUdMKauusa cybbekta JocTyna AOIPKHa MpoBOAMTBCA OO0
Hayana BbIMOSIHEHMS NEPBOro pyHKUMOHanNLHoOro moayns cpeacrtaa IlT;

- MEXaHM3Mbl ayTeHTUMKaLUN JOIMKHBI 6NOKMpoBaTh 4OCTYN 3TUX CyObekToB K pyHkumam cpeactsa Ol npu
oTpuuaTeNbHOM pesyrbTaTe ayTeHTUUKALUN.

26. Cpeactso 31 OMmMKHO NPOBOANTL ayTEHTUGMKALMIO NUL, OCYLLECTBIISIOLWNX NOKanbHbIA AOCTYN K CpeacTtsy
arl.

27. HeobxogumocTb npoBefeHus cpeacteoMm Ol ayTeHTUdMKAUMM MpOLECCOB, OCYLLECTBAAIOLWMX FOKanbHbINA
Unn yaaneHHbIn (ceTeBon) goctyn kK cpeacty 3Al1, ykasbiBaetcs B T3 Ha pa3paboTky (MmogepHusaumio) cpeacrea Oll.

28. Insa noboro Bxoaswero B cpeactso A1 mexaHnama ayTeHTUMKaLumM JOIMKEH OblTb peann3oBaH MexaHu3m
OrpaHNYeHUs KonMyecTsa crieyLmx NoApsA NONbITOK ayTeHTUdmkauum ogHoro cybbekta AocTyna, YMCNo KOTOpPbIX
He OOmKkHO ObiTb Gonbwe 10. MNpy NpeBbILEHMU YuCra Creayrwmx noapsin MOnbITOK ayTeHTMdMKaumMm OOHOro
cybbekTa [ocTyna YCTaHOBIEHHOro MpefenbHOro 3HayeHust AOCTyn 3Toro cybbekta k cpeactBy 3l gomkeH
BroknpoBaTbCs Ha 3afaHHbIn B T3 Ha pa3paboTky (MogepHu3aumio) cpeactsa 3l npomMexyTok BpEMEHMN.

29. B cpeactBe Ol gomkeH 6biTb peann3oBaH MexaHuam (npoueaypa) KOHTponsi uernoctHoctu cpeactea Ol um
Co.

KoHTpOnb LIeNOCTHOCTM MOXET OCYLLECTBNATLCS:

- B Havane paboTbl co cpeacteom 3l go nepexoga CBT, B koTopoMm peanusoBaHo cpeactso 31, B pabodyee
COCTOsIHME (Hanpumep, 00 3arpy3ku onepaumnoHHon cuctemsl CBT);

- B XO[l€ pernaMeHTHbIX NpoBepoK cpeacTBa Al Ha MecTax aKcnnyaTauun (pPernaMeHTHbIN KOHTPOIb);

- B aBTOMaTU4YECKOM pexume B npouecce yHKUMoHMpoBaHus cpeactaa Il (QnHaMM4eckuin KOHTPOIb).

KoHTponb LLenoCTHOCTM A0SMKEH MPOBOANTLCS B Havane paboTbl co cpeactsom All.

MexaHun3m pernameHTHOro KOHTPOMs LIEeNOCTHOCTU AOMMKEH BXOAUTb B cocTas cpeacts M.

30. Ons cpegcte Al knaccoB KC1 n KC2 HeobxoanmocTb nNpeabsBneHns TpeboBaHuii K ynpaBneHuto JOCTYNoM 1
O4YMCTKE MaMATH, a TaKKe UX COAepKaHne ykasbiBatoTcs B T3 Ha pa3paboTky (MogepHusaumio) cpegctaa Oll.

31. B coctaB cpegcte 3l knaccoe KC3, KB1, KB2 u KA1 unu CO [OOmKHbI BXOAWUTb KOMIMOHEHTHI,
obecneunBatoLlme:

- ynpaBsneHve JOCTYNOM CyObEKTOB K pa3nnyHbIM KOMNOHEHTaM 1 (unu) uenesbiM pyHkumsam cpegctesa M CoO
Ha OCHOBe NnapameTpoB, 3aJaHHbIX aAMUHUCTPATOPOM MK nNpou3soauTenem cpeactea Il (TpeboBaHWa K yKazaHHOMY
KOMMOHEHTY onpeaensoTcs U 000CHOBLIBAOTCA OpraHu3auneit, NpoBoasillent uccnegoeaHus cpepctea Al ¢ uenbto
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oueHKkn cooTBeTcTBUSA cpeactea Ol HacToswmm TpeboBaHMAM);

- OYMCTKY OnepaTMBHOM W BHELIHEW namsaTu, Ucnosnb3yemon cpeactBom 3l Ons XpaHeHusl 3almiaemMon
WHpopmaumm, npu ocBoboXaeHUN (nepepacnpegeneHnn) namaTm MNyTeMm 3anucu  Mackupylowen MHGopMaumm
(cnyyanHom nnu nceBgocnyvYanHOM NocrneaoBaTeNbHOCTY CUMBOSIOB) B NaMSATb.

32. B coctaB cpeacte 3l knaccoe KB2 n KA1 nnun CO gomkHbl BXOAWTb KOMIMOHEHTbI, obecneuynBaioLLme
3KCTPEHHOE CTUpaHue 3amLaemMon MHopMaLMn orpaHNYeHHOro goctyna. TpeboBaHus K peanu3aumm U HageXHoCTH
cTupaHus 3agatotcs B T3 Ha paspaboTky (MoaepHusaumio) cpeacrtaea Oll.

33. nsa cpeactB 3l knaccoB KC1 1 KC2 HeobxoaMMoCTb NpeabsBrieHns TpeboBaHUM K permctpaumm coobiTuin m
nX cogepkaHue ykasbiBatotcs B T3 Ha pa3paboTky (MogepHuM3aumio) cpeactea 3l1.

34. B coctas cpeacts Ol knacco KC3, KB1, KB2 n KA1 gomxeH BXoAUTb MOAYb, NPOU3BOAALLMIA DUKCaLUn0 B
3NEKTPOHHOM XXypHarne perncrpauum cobbituii B cpeactese 3l n CPO, cBA3aHHbIX C BbIMONHeEHWeM cpeacTsoM Ol cBomx
LenesblX (PYHKLMNA.

TpeboBaHusA K ykazaHHOMY MOAYIO U NepeyeHb PerMcTpupyemMbix COObITUIA ONpeaensiTcad U o0bOCHOBLIBAOTCSH
opraHusaumen, NpoBoasLLEN uccnenoBaHus cpeactea Al ¢ Lenbio OUeHKN cooTBeTCTBUSA cpepctBa Ol HacTosawmm
TpeboBaHuAM.

35. XKypHan peructpaummn cobblTuin JomkeH BObiTb AOCTYNeH TONMbKO nuuam, OfnpeAerieHHbIM onepaTopoMm
WHOPMALIMOHHOM CUCTEMBI, B KOTOPOM MUCMonb3yeTca cpeactso Ol1, unn ynonHOMoYeHHbIMU UM nuuamn. Npu atom
OOCTYN K XypHany peructpaumm coObITUA [OOMKEH OCYLWECTBNATLCA TONMbKO ANsi MpOCMOTpa 3anvMcen un Ans
nepemMeLLeHNs COAEPKUMOTO XypHana permctpaumm cobbiTuin Ha apXMBHBIE HOCUTENN.

36. Cpok gencrteus kntoya npoeepku 3l He gomkeH npeBbiwaTh CPoK gencteus krtoda 3l 6onee yem Ha 15 ner.

37. TpeboBaHMs kK MEXaHM3MY KOHTPOJIS Cpoka Ucnonb3oBaHus kntoda 3, 6nokmpytowero paboty cpeactea Ol
B Criyyae nonbITKM NCMNOSMb30BaHWS KNoYa Aonblle 3a4aHHOro Cpoka, onpegenstca paspabortymkom cpeactsa 3l u
060CHOBbLIBaOTCS OpraHM3aumen, NPoBOAsiLLEN uccrnegoBaHms cpeactea 3l ¢ Lenblo OLUEeHKU COOTBETCTBUS CpPeAcTBa
Ol HacTosiwmum TpeboBaHusaM.

38. Kpuntorpadguyeckme npoTokonkl, obecnevnBalroline onepaumm c knwodveBon mHdopmaumen cpeacrtea 3l
OOMXKHbI BbITb peann3oBaHbl HENMOCPEACTBEHHO B cpeacTtae Jl.

39. ViccnepoBanua cpencts Al ¢ Lienblo oLeHKn cooTBeTCTBUA cpeacts Al HacToAwmm TpeboBaHUAM [OIMKHbI
NpOBOANTLCH C UCMONb30oBaHMeM paspabaTbiBaeMbix PCE Poccum YncnoBbIX 3HaYeHUn napameTpoB M XapaKTepuUcTUuk
peanuayembix B cpeacteax Ol MexaHM3MOB 3almnThl U annapaTHbIX U NPOrpaMMHbIX KOMMNOHEHTOB CO <*>.

<*> [MoanyHKT 47 nyHkTa 9 MonoxeHust o PCB Poccumn.

Mpunoxexne N 2
K npukasy ®Cb Poccum
oT 27 gekabpsa 2011 r. N 796

TPEBOBAHUA K CPEOCTBAM YOOCTOBEPAIOLWEINO LUEHTPA
|. O6bwue nonoxeHus

1. Hactoswme TpeboBaHua paspaboTaHbl B cooTBeTcTBUM C PepepanbHbiM 3akoHOM OT 6 anpend 2011 r. N
63-d3 "O6 anekTpoHHOM noanucun" (ganee - PegepanbHbIA 3aKOH).

2. B Hactoswux TpeboBaHWsX UCMOMb3YHTCA Creaylolmne OCHOBHblE MOHATUS, onpedenieHHble B CTaTbe 2
depepanbHOro 3akoHa:

1) anekTpoHHas nognucek (aanee - 3M) - Hopmaunst B 3aNEKTPOHHON hopme, KoTopas NPUCOeAMHEHa K ApPYron
WHpopMauMn B SNEKTPOHHOW dopMe (MOANMUCLIBAEMON MHAOPMAaLMK) WM MHbIM 0Dpa3oM CcBsi3aHa C  Takom
WMHpopmMaLmen n koTopasi MCMONb3yeTcsa ANs onpeaeneHns nuiua, nognucbiBatoLwero MHpopMaumio;

2) ypocToBepswoowWwmMn UeHTp (ganee - YL) - opuguyeckoe nuuo vnv WHAMBWAYyanbHbIA NpeanpuHuMmaTensb,
OCyLLeCTBAsoLWMne PyHKLUM MO CO34aHMI0 U Bblaade cepTMduKaToB knovern nposepkn Il1, a Takke WHble yHKUUK,
npegycmoTpeHHble ®eaepanbHbIM 3aKOHOM;

3) cpenctsa Ol - wndpoBanbHble (KpunTorpaduyeckne) cpeactsa, UCNonb3yemble ANA peanusauumn xots Obl
OZHOM 13 criegyoLmx pyHkumMi - cosganne M1, npoeepka 31, cozgaHme kntoda Al u knoya npoeepkn 37

4) kntov 3l - yHMKanbHasa nocrnefoBaTeflbHOCTb CUMBOSIOB, NpefHa3HavYeHHasa ang cosgarus OlT;

5) kntou nposepku 3l - yHUKanbHasa nocnegoBaTenbHOCTb CUMBOSIOB, OAHO3HAYHO CBsi3aHHas ¢ knovom 31 u
npegHasHayeHHas ons nposepkun noanuHHoctn 3l (nanee - nposepka 3M);
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6) ceptudpmkat kntoya nposepkn Al - INEKTPOHHBIV AOKYMEHT UM JOKYMEHT Ha OyMakHOM HocuTerne, BblAaHHbIe
YLl nubo poBepeHHbIM nmuoM YLl n noaTeepxpawolwme MpUHAONEXHOCTb Kriwya npoBepku 3l Bnagenbuy
cepTudmkata knoya nposepkm 3l;

7) kBanuuuMpoBaHHbIN cepTudmkat knova nposepkn Il (manee - kBanuUUUPOBaAHHLI cepTudUKaT) -
cepTudukart kroda nposepku 3l BbiAaHHbBIM akkpeaAUToBaHHbIM YL unu goBepeHHbIM NULIOM akkpeauToBaHHoro YL
nnbo deaepanbHbIM OPraHOM WCMONTHUTENBHOW BNAcTW, YMNOJIHOMOYEHHbIM B cdepe ucnonb3oBaHus Ol (oanee -
YMOSTHOMOYEHHBIN befeparnbHbIi OpraH);

8) Bnageneu ceptudukarta knoya nposepkn 3l - nuuo, KoTopomy B ycTaHOBNeHHOM ®PefeparbHbiM 3aKOHOM
nopsigke BblgaH ceptudmkar knova nposepku 3lT;

9) akkpegutaumsa YL - npusHaHne ynonHoMoYeHHbIM deaepanbHbiM opraHoM cooTBeTcTBua YL, TpeboBaHusam
degeparnbHOro 3akoHa;

10) cpenctea YU - annapaTHble 1 (unu) nporpamMHble CpeacTBa, UCNonb3yeMble Angd peanusaumm dyHkumin YL,

11) y4acCTHUKM SNEKTPOHHOIrO B3aMMOLENCTBMS - OCYLLECTBASIOWME 0OMEH NHOPMaLMEN B 3NEKTPOHHON hopme
rocygapCTBEHHbIE OpraHbl, OpraHbl MECTHOrO CaMOYMNpPaBIieHNs, OpraHn3auun, a TaKkke rpaxkgaHe.

3. Hactosiwme TpeboBaHus yCcTaHaBNMBaKOT CTPYKTYPY M coaepxaHme TpeboBaHmm k cpeagcteam YLI.

4. Hactoswme TpeboBaHua npegHasHavyeHbl [Ans  3akasymkoB W paspaboTtymkoB paspabaTbiBaeMbixX
(MoaepHusmpyembix) cpeagcte YL npu umx B3aumopenctsum mexgy cobol, ¢ opraHusauvsimp, npoBOSSALLMMM
Kpuntorpaduyeckne, UHXeHepHo-KpunTorpadudeckme u cneumanbHble uccnegosaHus cpeacts YL, ®Cb Poccuu,
OCYLLECTBMAILLEN NOATBEPXKAEHNE COOTBETCTBUSA cpeacTB YL, HacTosawmm TpeboBaHmaMm.

5. HacTtosawme TpeboBaHusa pacnpocTpaHsoTcs Ha cpeacTtBa YL, npegHasHayeHHble AN UCMONb30BaHUSA Ha
Tepputopun Poccuiickon degepaumu.

6. K cpeactBam YL| B yactu ux paspaboTku, NpouM3BOACTBa, peanusaumm M 3Kchnyataumm npegbaBnstoTcs
TpeboBaHwus, 3aKkpenneHHble [onoxeHnem o paspaboTke, NPOU3BOACTBE, peanu3aummn 1 IKcnnyaTaummn WngpoBarbHbIX
(kpunTorpadudeckux) cpeacTs 3awuTsl MHGPopmauuu (MonoxeHue MK3-2005), ytBepxaeHHbIM npukazom ®CE Poccuu
oT 9 deBpans 2005 r. N 66 <*> (c nsMeHeHuAMU, BHECEHHbIMK Npukasom ®CB Poccun ot 12 anpena 2010 r. N 173
<**>), ans wundpoBanbHbIX (KpunTorpadunyecknx) cpeacTs 3awmTtbl MHpopmaumm (ganee - CK3WM) ¢ orpaHuYeHHbIM
OOCTYnoM, He cofepXallein cBefeHN, COCTaBMAALWNX rOCygapCTBEHHYIO TarHy.

<*> 3apeructpuposaH MuHtioctom Poccun 3 mapta 2005 r., pernctpaumoHHbii N 6382.
<**> BapeructpmpoaH MuHioctom Poccun 25 maa 2010 r., pernctpaumoHHbin N 17350.

Il. TpeboBaHus Kk cpeactBam YL

7. Cpeactea YL, 4omkHbl NPOTUBOCTOATL Yrpo3aMm, NPeAcTaBnsiomnM coboi LeneHanpasneHHble OENCTBUSA C
ncnonb3oBaHMEM annapaTHbIX M (UNKM) NporpamMMHbIX CPEeACTB C Lenbl HapyLleHUs WHXEHEPHO-TEXHUYECKON W
Kpuntorpacdudeckon 6esonacHocTu cpeacTB YL, unu ¢ uenbto co3gaHms ycrioByi s 3Toro (aanee - ataka).

8. B 3aBMcMMOCTM OT cnocobHOCTEN NPOTUBOCTOATL aTakaM cpeacTea YL nogpasgensaoTca Ha Knaccbl <*>,

<*> Heobxogumbin knacc paspabaTtbiBaembix (MogepHusnpyemblx) cpeacts YL, onpepensietca  3akaszynkom
(paspaboTtumkom) cpencte YL, nytem onpegeneHns BO3MOXHOCTEM OCYLLECTBNATb CO34aHMe cnocoboB artak,
MOAroTOBKY W MpOBEAEHME aTak Ha OcHoBe nNyHKToB 9 - 14 Hactosiwmx TpeboBaHU UK yKasbiBaeTcs B
TaKTUMKO-TEXHMYECKOM 3aJaHuM UM TEXHWYECKOM 3aJaHUM Ha NpOBeAEHME OMbITHO-KOHCTPYKTOPCKON paboTbl Mnv
COCTaBHOW YacTU OMbITHO-KOHCTPYKTOPCKOW paboTel nMo paspaboTke (MogepHusauumm) cpeacts YL, (manee - T3 Ha
pa3paboTky (MogepHu3aumo) cpeacts YLI).

9. CpeactBa YL knacca KC1 npoTMBOCTOAT aTakam, Mpu CO34aHMM cnocobOoB, MOArOTOBKE M MNpOBeLEeHUU
KOTOPbIX MCNONb3YITCA CrneayoLme BO3MOXHOCTU:

9.1. NoaroToBka 1 NpoBefeHNe aTak M3BHE NPOCTPAHCTBA, B NPeAernax KOTOPOro OCYLLECTBMASETCA KOHTPONb 3a
npebbiBaHNEM U OENCTBUMAMM NWLL U (ANK) TPAHCMOPTHBLIX CPeacTB (4anee - KOHTponMpyemasi 30Ha).

9.2. lMoarotoBka M npoBedeHne atak 06e3 WCNonb3oBaHWs LOCTyna K (PYHKUMOHAINbHBIM BO3MOXHOCTSM
nporpaMmHo-annapaTHbIX CpeAcTB B3anmogenctesns ¢ YL,

9.3. CamocTosaTENbHOE OCYLLIECTBMNEHME CO34aHMs CnocoboB artak, MOArOTOBKM W MNpOBeAeHus artak Ha
cnegyowmne o6beKTbI:

- JOKyMeHTauuo Ha cpeactsa YL,

- 3aMLLaEeMbIE MEKTPOHHbBIE JOKYMEHTHI;

- KINtoYeBy0, ayTEHTUDMLIMPYIOLLYIO 1 MaporibHY0 HpopMaLuIo;

- cpeactBa YL, ux nporpaMmHble 1 annapaTHble KOMMOHEHTHI;

- AaHHble, NepefaBaeMble Mo KaHanam cBsA3u;

- MOMeLLieHMs, B KOTOPbIX HaxoasATcst annapaTtHble cpeacTtea (ganee - AC), Ha KOTOpbIX peanun3oBaHbl CpeacTBa
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YL, a Takke Apyrne sawuuiaemole pecypcbl MHHPOPMaLMOHHON CUCTEMBI.

9.4. BHeceHuve Ha aTanax pa3paboTku, NPOM3BOACTBA, XPaHEHWsi, TPaHCMOPTUPOBKM W BBOAA B 3KCMyaTauuio
cpeacTts YL:

- HEraTMBHbIX (PYHKLMOHANbHbBIX BO3MOXHOCTEN B cpeacTea YL, B TOM uMcne ¢ MCnonb3oBaHWEM BPELOHOCHbIX
nporpamMm;

- HECaHKUMOHUPOBAaHHbIX N3MEHEHWI B AIOKYMEHTaLMIO Ha cpeacTtea YLL.

9.5. MNMony4yeHune cnepytowen nHdopmMaLmm:

- 06Wmx ceegeHnn 06 NHOOPMaLIMOHHON CUCTEME, B KOTOPOM MUcnornb3ytoTcs cpeactea YL (HasHayeHue, cocTas,
00BbEKTLI, B KOTOPbIX pasMeLLeHbl peCypCbl MHGPOPMALMOHHOM CUCTEMBI);

- cBegeHun 06 HopmaLmMoHHbIX TexHonorusax, 6asax aaHHblx, AC, nporpammHom obecneyeHun (ganee - [10),
ncnosnb3yembix B UHPOPMaLIMOHHON cCUCTeEME COBMECTHO Co cpeactsamu YLI;

- CBELEHUN 0 hU3MYECKUX Mepax 3alnTbl OOBLEKTOB, B KOTOPbIX pas3MelleHbl cpeacTea YL,

- CBEEHU O Mepax No obecrneyeHmnto 3auTbl KOHTPONMPYEMON 30HbI OOBLEKTOB MH(POPMALMOHHOW CUCTEMbI, B
KOTOpoW ucnonb3ytoTcs cpeacrea YL,

- CBeEHM 0 Mepax Mo pasrpaHNYeHnto JOCTyrna B MOMELLEHUS, B KOTOPbIX pa3MeLleHbl cpeacTtea YL,

- cofepaHusa Haxoasllencs B cBO60aHOM JOCTYNe TEXHUYECKOM AOKYMEHTaumm Ha cpeactea YL;

- cBefeHwWi O 3awmaemMon MHgopmMauun, mcnonb3yemMon B npouecce akcnnyatauum cpegcts YL (Buabl
3awmaemont  MHdopmaumm:  cniyxkebHasi uHdopmaunsi, napofibHas UM ayTeHTuduuupyowas  MHgopmauus,
KOHMrypauuoHHasa nHgopmaums, ynpaensowas nHdopmaums, MHPopMaumsa B 3NEKTPOHHBIX XXypHanax permctpauum;
oblWure cBedeHMs O COAEepXaHWM KaxKOoro Buaa 3awmuiaemon MHopmauun; xapaktepuctvku 6esonacHocTu Ang
Kakgoro Buaa 3awmaemMon nHdopmauun);

- BCEX BO3MOXHbIX OaHHbIX, MepefaBaeMblX B OTKPbITOM BMAE NO KaHanam CBSA3WM, He 3alUMLEHHbIM OT
HecaHKLMoHMpoBaHHoro goctyna (ganee - HCL) k Hopmauum opraHM3aunoHHO-TEXHUYECKUMIN Mepamu;

- CBefeHU O NNHMAX CBA3W, MO KOTOPbIM MNepefaeTcd 3almuiaeMas C uMcnonb3oBaHuem cpegcts YL
MHdopMaLuS;

- cBedeHun 000 Bcex MNPOSABMSIOWMXCS B KaHamnax CBs3W, He 3awuweHHblx ot HCIO k uHdopmauun
OpraHn3auMOHHO-TEXHUYECKUMM MEpPaMU, HapyLLEHNSIX NpaBun akcnnyataumm cpeacTs YL,

- cBefeHu 060 Bcex MpoSABMSALWMUXCA B KaHanax CcBA3W, He 3awmweHHblx oT HCO k uHdopmauun
OpraHM3auUMOHHO-TEXHUYECKMMU MepaMu, HeUcnpaBHOCTAX U cbosx cpeacTs YL;

- CBEAIEHUN, NoNy4YaeMbIX B pe3dyrnbTaTe aHanu3aa fnodbix JOCTYMNHLIX AMS Nepexsata CUrHanoB OT annapaTtHbIX
KomnoHeHToB cpeacTs YLI.

9.6. cnonb3oBaHue:

- HaxogsalmMxcs B CBOOOAHOM AOCTyne wvnum 3a npegenamu  KoHtponupyemowm 30Hbl AC u 1O, Bknoyas
nporpamMmHble 1 annapaTHble KOMNOHEHThI cpeacTs YL;

- cneuunanbHo paspaboTaHHbix AC u MO.

9.7. WNcnonb3oBaHMe B KadyecTBe KaHanoB aTak He 3awumweHHbix ot HCLO «k  umHdbopmaumm
OpraHM3auUMOHHO-TEXHUYECKMMUN MEepPaMu KaHarnoB CBA3W (Kak BHE KOHTPONIMPYEMOW 30HbI, Tak M B ee npegenax), no
KoTOpbIM nepenaetcsa nHdopmaums, obpabateiBaemas cpegcteamm YLL.

10. Cpegctea YL knacca KC2 npoTtMBoCTOAT artakam, npu cos3gaHum crnocobos, NogroToBke M NpoBeneHun
KOTOPbIX MCMOMb3YHTCA CneayoLmne BO3MOXHOCTU:

10.1. Bo3MOXHOCTH, NnepeuncneHHble B nognyHkrax 9.3 - 9.7 HacTtosAwmx TpeboBaHuWNA.

10.2. NogroToBka 1 NpoBeAeHNe atak U3 KOHTPONUPYEMOM 30HbI.

10.3. MNMogroTtoBka u NpoBeAeHne atak 6e3 ucnonb3oBaHns goctyna k AC, Ha KOTOpbIX peann3oBaHbl CpeacTBa
yu.

10.4. Ncnonb3oBaHue WTaTHbIX CPEACTB MHPOPMALIMOHHON CUCTEMBI, B KOTOPOW MCNonb3ytoTes cpeactea YL,

11. CpegctBa YL, knacca KC3 npotmBocTOAT artakam, npu cosgaHum crnocobos, NogrotoBke M NpoBeaeHun
KOTOPbIX MCMOMb3YHTCA creayloLne BO3MOXHOCTU:

11.1. BoaMoxHOCTH, Nnepe4vncneHHble B nognyHktax 10.1, 10.4 HacToswmx TpeboBaHW.

11.2. MNMogroTtoBka 1 NpoOBeAEHUE aTak M3-3a NPEAENioB KOHTPONMPYEMOW 30HbI C MCMOSIb30BaHMEM [OCTyna K
PYHKLMOHANbHBbIM BO3MOXHOCTSAM NPOrpaMMHO-annapaTHbiX CPeACcTB B3aumogencTeus ¢ YL Ha ocHOBe nerarnbHOro
obnagaHusa ayTeHTUmumpytoLen nHgopmaumnen nnbo NOAroToBka U NPOBEeAEHME aTak M3 KOHTPOINMPYEMOW 30Hbl C
ucnonb3oBaHuem goctyna Kk AC, Ha KOTOpbIX peanu3oBaHbl KOMMOHEHTbl YL, ¢ npaBamy nuua, He SABNAKOLLErocs
YneHoMm rpynnbl PU3NYECKUX NUL, YNONTHOMOYEHHbIX MPOU3BOANTL UHCTANMALMIO, KOHUIYpUpOBaHWe 1 3KCnnyaTauuio
cpeacts YL, koHuUrypmpoBaHue npodunsa n napaMmeTpoB XypHana ayanta (pyHKUMU CUCTEMHOro agMuHUcTpaTopa),
apXuBMpOBaHWe, pPe3epBHOE KOMMPOBAaHME UM BOCCTAHOBMEHWE MHdopMauumn nocre cboeB (dbyHKUMM onepatopa),
CO3[1aHMe W aHHynupoBaHMEe cepTudukaToB Kroyen npoeepkn Ol (pyHKUMM agMuHUCTpaTopa cepTudmkauum),
NPOCMOTP U NOAJEPXKKY >XypHana ayauta (yHKUMM agMuMHUCTpaTopa ayauTa) (ganee - rpynna agMUHUCTPaTOpOB
cpeacts YL) HM ogHOro u3 koMnoHeHToB YLI.

11.3. Obnaganune AC YLl B o6beMe, 3aBUCSILLIEM OT pearnn3oBaHHbIX Mep, HanpaBneHHbIX Ha NpegoTBpalleHne u
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npeceyeHne HeCaHKUMOHNPOBaHHbIX AEACTBUN.

12. Cpegctea YL, knacca KB1 npoTMBOCTOAT aTakam, Mpu cO34aHUM cnocoboB, MOArOTOBKE W MPOBeAEHUU
KOTOPbIX MCMOSb3YHTCA CneayoLme BO3MOXHOCTU:

12.1. BO3MOXHOCTU, NnepeumncneHHble B nognyHkTax 11.1 - 11.3 HacTtoswux TpeboaHun.

12.2. OcyLliecTBneHne co3gaHnsi cnocoboB M NOArOTOBKM aTak C NpMBIIeYeHNEM CNeunanmcToB, UMEKLNX OnbIT
pa3paboTtku n aHanusza CK3U YL (Bkntovas cneumanuctoB B 06nacTu aHanusa CUrHanoB JIMHEWHOW nepegaudn u
CUrHanoB NOBOYHbIX ANEKTPOMArHUTHBIX M3nydeHun n Hasogok CK3U YLI).

12.3. lNpoBeaeHne nabopaTopHbiX mUccrnegoBaHun cpencts YL, Mcnonb3yemMbix BHE KOHTPOINIMPYEMOW 30HbI B
obbeme, 3aBuCALWEM OT peanu3oBaHHbIX Mep, HampaBreHHbIX Ha NpedoTBpalleHne Un  npeceveHue
HECaHKLMOHMPOBAHHbIX AEACTBUN.

13. Cpeactea YL| knacca KB2 npoTMBOCTOAT aTakam, Mpu co3gaHUMM cnocoboB, MOArOTOBKE W MpoBedeHUM
KOTOPbIX MCMONb3YITCS CneayoLme BO3MOXHOCTU:

13.1. BO3MOXHOCTU, NepeymncrieHHble B nognyHkTax 12.1 - 12.3 HacTtoswux TpeboaHui.

13.2. OcyllecTBneHne co3gaHus crnocoboB M NMOATOTOBKM atak C MpUBMEYEHMEM CrneumanuctoB B obnactu
NCNonb30BaHUA ANs peanusaumm atak HeeknapupoBaHHbIX BO3MOXHOCTEN NpuKiagHoro n cuctemyoro MO.

13.3. lNocTtaHoBka paboT nNo cosgaHuio crnocoboB U CPeAcTB aTtak B Hay4yHO-UCCMeAoBaTerbCKUX LEeHTpax,
cneunanmaupyoLmxcst B obnactu paspabotkm n aHanmsa cpeacts YL,

13.4. ObnagaHne ucxogHbIMK TekcTamMu npuknagHoro MO, npuMeHsieMoro B WMH(OPMAaLMOHHOW CUCTEME, B
KOTOpOW ncnone3ytoTcd cpeactea YL, n Haxogdwenca B cBOOOOHOM A0CTYNe OOKYMEHTaUMNEN.

14. Cpegctea YL| knacca KA1 npoTMBOCTOAT aTakam, Mpu cO34aHUM cnocoboB, MOArOTOBKE W MPOBeAEHUU
KOTOPbIX MCMOSb3YHTCA CneayoLme BO3MOXHOCTU:

14.1. BO3MOXHOCTU, NnepeumncrneHHble B nognyHkTax 13.1 - 13.4 HacTtoswux TpeboaHuin.

14.2. OcyliecTBneHne co3gaHnst cnocoboB M NOArOTOBKM aTtak C MPUBIIEYEHUEM HayYHO-UCCregoBaTeNbCKUX
LEHTPOB, cneuuanuaupyowmxcs B obnactu paspabotkm u aHanm3a CK3W wm B obnactM wucnonb3oBaHus Ans
peanu3auny aTak HedeKnapupoBaHHbIX BO3MOXHOCTEN NpuknagHoro n cuctemHoro IMO.

14.3. ObnagaHne Bcel AOKYMEHTaLMEeN Ha annapaTHble U NPOrpaMMHbIe KOMMOHEHTLI cpeacTB YLL.

14.4. ObnagaHvne Bcemu annapaTHbIMU KOMNOHEHTaMu cpeacTs YL,

15. CpenctBa YL gomkHbl 9KCnnyaTMpoBaTbCs B COOTBETCTBUM C  IKCMIyaTalUMOHHOW [OOKyMEeHTaumen Ha
cpeactBa YL Komnnekc  opraHu3aLMOHHO-TEXHUYECKMX  MeponpusTuin  no  obecneyeHnunto  HesonacHoro
YHKLMOHMpPOBaHUS cpefcTB YL gormkeH ObITb yKasaH B 3KCMNyaTalMoHHON JOKYMeHTauMM Ha cpeactea YL,

16. Knacc cpegcts 3l1, ucnonedyembix B cpeactBax YL, gomkeH ObiTb HE HMXE COOTBETCTBYHOLLEro Knacca
cpeactB YL. Knacc cpegcte OI1, ncnonb3yeMbix B cpeactBax YL, gomkeH OblTb ykasaH B 3KCnyaTauWUOHHOM
OOKymMeHTauun Ha cpeacTsa YL,

Knacc CK3W, ncnonbsyembix B cpeactBax YL, gomkeH 6biTb HE HUXKe COOTBETCTBYOLEro knacca cpeacts YL,
Knacc CK3W, ucnoneayembix B cpeacteax YL, gomkeH ObiTh yka3zaH B SKCniyaTauMOHHOW OKYMEHTaAUUM Ha CpeacTea

Y.

17. Kaxxgoe TpeboBaHue, NpeabsaBrnsemMoe k cpeacteam YL ntoboro knacca, kpome KA1, nnbo npenobsasBnsieTcs K
cpeacTtBam YL cnepgytowero knacca 6e3 naMeHeHun (B 3TOM criy4ae OHO B nepedHe TpeboBaHwun k cpeactBam YL|
crnegyloLwero knacca He ykasblBaeTcsl), Tnbo yxxectodaeTcs (B 3TOM cnyvae B nepeyHe TpeboBaHum k cpegctsam YLl
cnegyloLero knacca npMBoAMTCS yxkecToueHHas popmynmposka). TpebosaHus k cpeacteam YL cnegytowero knacca
MOryT codepxaTb JOMNOMHUTENbHbIE TpeboBaHus, He BXogswwme B TpeboBaHus k cpefcteam YL npegpiayLiero knacca.

18. TpeboBaHus k MO cpeacts YL:

18.1. TpeboBaHusa ansa cpencts YL knacca KC1:

- MO cpenctB YU He gomkHO cogepxaTb CpeAcTB, MO3BONSANLWMX MOAUMULMPOBATL WM UCKaXaTb anroputm
paboTbl nporpaMmMHbIX cpeacts n AC YL,

18.2. TpeboBaHusa anga cpeacts YL knacca KC2:

- npuknagHoe MO cpeacte YL u  CK3W, wucnonb3yembix B YL, [OMKHO UCNONb3oBaTb TOMbKO
[OKYMEeHTUpoBaHHble oyHKUUKU cucTtemHoro 0.

18.3. TpeboBaHusa ansa cpencts YL knacca KC3:

- cuctemHoe un npuknagHoe MO cpegcts YU pomkHo obecneuvBaTth pasrpaHUdeHne [octyna CUCTEMHOrO
agMuHucTpaTtopa cpeacts YL, agmuHuctpaTtopa ceptudmkauumn cpegcte YL n nuu, obecneumBaembiXx CUCTEMHbLIM
agMuHUcTpaTopoM cpeacts YL, ngeHTudmumpylowen n ayTeHTUUUMPYIOWEN UHGOPMaLMEN U He ABMSOLWUXCH
agMunHUCTpaTtopoMm ceptudukaumm cpeacts YL, (ganee - nonb3oBatenu cpeacts  YLU), k  uHdopmauum,
obpabatbiBaemon cpepctBamy YL, Ha oOcHOBaHMM MpaBurn pasrpaHWyeHust OOCTyna, 3afaHHblX  CUCTEMHbLIM
agMUHUCTpaTOpOM cpeacTts YL,

- cucteMmHoe u npuknagHoe MO cpepctB YL gomkHO cooTBeTCcTBOBaTb 4 YPOBHHO KOHTPOSSt OTCYTCTBUS
HeaeKnappoBaHHbIX BO3MOXHOCTEN;

- cuctemHoe u npuknagHoe MO cpeacTts YL He AomKHO coaepXaTb U3BECTHBIX YA3BMMOCTEN, Ony6nmMKoBaHHbLIX B
06LLEeAOCTYNHBIX MCTOYHUKAX;
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- B cocTaB cuctemHoro u (unu) npuknagHoro MO cpegcts YL, gomkeH BxoguTb MexaHw3Mm, obecneynBarolmi
OYMCTKY OMEepaTMBHOM U BHELLHEWN NaMATW, UCMONb3yEeMOW ANst XpaHEeHUs MHOpMaLumn orpaHUyYeHHoro 4ocTtyna.

18.4. TpebosaHua ansa cpencts YL knacca KB1 conagatot ¢ TpeboBaHusimn ansa cpencts YL knacca KC3.

18.5. TpebosaHusa ansa cpeacts YL knacca KB2:

- UCXOAHbIe TEeKCTblI cuctemHoro u npuknagHoro MO cpeacts YL, OMmKHbI NPOATM MPOBEPKY peanu3aumm B HUX
MEeTOAOB M crnocoboB 3awuTbl MHGOPMaLMM, NPOTUBOCTOALLMX aTakam, ANsi NMOArOTOBKA W MPOBEAEHUs] KOTOPbIX
NCMNOMb3yTCHA BO3MOXHOCTU, NepeyncrneHHble B nyHkTax 9 - 13 HacToswmx TpeboBaHung;

- WCXOOHble TEKCTbl CUCTEMHOro W npuknagHoro [1O  OomkHbl NPOWTM  MPOBEPKY Ha OTCYyTCTBME
HeJeKnappoBaHHbIX BO3MOXHOCTEN;

- cucteMHoe 1 npuknagHoe MO [omkHO OblTb YCTONYMBO K KOMMNBIOTEPHBLIM aTakaM U3 BHELLHUX CETEMN.

18.6. TpeboBaHusa ons cpeacte YL knacca KA1:

- UCXOAHble TeKCTbl cucTtemHoro v npuknagHoro MO cpeacts YL gomkHbl nponTu dhopMarnbHyo BepudurKauuio
peanu3aumy B HMX METOAOB M CMocobOB 3awuTbl MHGOPMAaUMK, MPOTMBOCTOALIMX aTakam, ANA MNOArOTOBKM U
NPOBEAEHNS KOTOPbIX MCMOSb3YTCS BO3MOXHOCTM, NepevucrieHHble B NyHkTax 9 - 14 Hactoswux TpeboBaHui, a
TakkKe OTCYTCTBUSA B HAX HEAEKTAapUPOBaHHbIX BO3MOXHOCTEN.

19. TpebosaHus k AC YL:

19.1. B cnyyae nnaHupoBaHus pasmelleHns AC YL B nomeleHusax, B KOTOpPbIX MPUCYTCTBYeT peyesast
aKkycTnyeckas u BusyanbHas MHpopmauus, cogepallas cBeeHus, COCTaBnsAloLWmne rocy4apCTBEHHYO TalHy, u (1unm)
YyCTaHOBMEHbl TEXHUYECKME CcpeacTBa W CUCTEMbl Mpuema, nepefadvn, o0paboTku, XpaHeHus K OoTobpakeHus
MHdopmaLmm1, cogepxallen cBefeHnsi, COCTaBNAILLME roCygapCTBEHHYIO TalHy, TEXHUYECKNEe CPeacTBa MHOCTPAHHOMO
Npon3BOACTBa, BXoasLme B cocTaB cpeactB YL, omkHbl 6bITb MOABEPrHYTbI MPOBEPKaM MO BbISIBIIEHUIO YCTPOMCTB,
npegHasHayYeHHbIX AN HErMacHOro Nony4yeHns nHpopmaumm, a Takke UCCrnefoBaHNsIM Ha COOTBETCTBUE TpeboBaHUAM
Mo 3almTe OT YyTeYKM MHpopMaLmn Mo KaHanam noboYHbIX SMEKTPOMArHUTHbLIX U3MyYeHWUIn U HABOOOK B COOTBETCTBUM C
KaTeropmen BblAENEHHOrO NOMELLEHNS.

19.2. TpeboBaHusa ansa cpencts YL knacca KC1:

- NPOBOAMTCS NPOBEpPKA COOTBETCTBUSA peanm3aumm LeneBbix pyHkumi YL Ha ocHoBe cuctembl TecToB AC YL,

19.3. Tpebosanusa onsa cpeacts YL, knaccos KC2, KC3, KB1, KB2 coenagatoTt ¢ TpeboBaHnsamum gns cpeacts YL
knacca KC1.

19.4. TpeboBanusa ons cpeacte YL knacca KA1:

- NPOBEAEHUNE CreumnanbsHOM NPOBEPKM TEXHUYECKUX CPEACTB MHOCTPAHHOIO NPOM3BOACTBA, BXOASALWMX B COCTaB
AC YL, B uensx BbISBIEHNs1 yCTPOWCTB, NpegHa3Ha4YEeHHbIX AMsi HErMacHOro noslydeHns nHgopmMauuu;

- npoBefeHue nonHou Bepudmkaumm AC (COBMECTHO C aHanm3om nporpammHoro koga BIOS), Ha koTopbIx
peanuaytoTcsa cpeactsa YL, ¢ uenbio NCKnoYeHns HeraTMBHbIX OYHKLMOHAMbHBIX BO3SMOXHOCTEMN.

20. TpeboBaHus K poneBoMy pasrpaHUYeHuIo:

20.1. Ons obecnedeHuss BbinonHeHuss dyHkumMn YL, cpegctea YL, pomkHbl  nogaepxuBaTb  pofieBoe
pasrpaHMyeHne YreHoB rpynnbl a4MUHUCTPaTopoB cpeacTB YL,

20.2. TpeboBaHua ansa cpeacts YL knacca KC1:

- JOMXKHbI BbITb ONpeaeneHbl CNMCOK ponen U pacnpegeneHne o6a93aHHOCTEN Mexay ponsiMu;

- CMUCOK ponewn 1 pacnpeaeneHne 00s3aHHOCTEN MeXay PONsIMA OOMMKHbI OblTb yKa3aHbl B 3KCMyaTauUOHHOMN
OOKyMeHTaumm Ha cpeactea YL,

20.3. TpeboBaHus ans cpeacte YL knacca KC2 coBnagatoT ¢ TpeboBaHusamun ansi cpeacts YL knacca KC1.

20.4. TpeboBaHusa ansa cpeacts YL knacca KC3:

- cpeacTBa YL 0ormkHbl NogaepkuBaTh criegyowme obssatenbHble ponu:

1) cuctemMHOro agmmHucTpaTopa C OCHOBHbIMM OBS3aHHOCTAMM WMHCTaNAUUK, KOHMUIypauunm n nogaepxku
dyHKUnoHNpoBaHua cpeacTs YL, cosgaHma u nogaepxku npodunen YneHos rpynnel agMuHUCTpaTopoB cpencts YL,
KOHdpMrypauum npoumnsa n napameTpoB XypHana ayauTa;

2) agMunHucTpaTopa cepTUdUKaLnm ¢ OCHOBHbIMU 00S3aHHOCTSIMU: CO30aHNE UM aHHYNUpOBaHWE cepTUduKaToB
Kntoyen nposepkn 3,

- B cpegctBax YL gomkeH ObiTb peanvM3oBaH MEXaHW3M, MCKIIOYalLWMIN BO3MOXHOCTb aBTOpM3auun OLHOMO
yrneHa u3 rpynnbl agMUHUCTPATOPOB CpeacTB YL Ans BbIMONHEHMS pa3fuYHbIX POnen.

20.5. Tpeboanus ana cpeacte YL, knacca KB1:

- cpeactea YL gormkHbl obecnedmBaTtb Hanmue obasaTensHOM ponu oneparopa C OCHOBHbIMU 0BA3aHHOCTSMM
no pe3epBHOMY KOMMPOBAHWUIO Y BOCCTAHOBIEHMIO.

20.6. Tpeboranus ana cpeacte YL, knacca KB2 coBnagatoT ¢ TpeboBaHusamu ans cpeacts YL knacca KB1.

20.7. Tpeboanus ana cpeacte YL knacca KA1:

- cpeactBa YL gomkHel obecnedvBatb HanuuvMe obsisaTenbHOM pony agMUHWCTpaTopa ayauTa C OCHOBHbIMU
06583aHHOCTAMM: MPOCMOTP M NoAAepKKa XypHarna ayauTa;

- CUCTEMHBIN agMUHUCTPATOP HE AOMKEH NMETb BO3MOXHOCTU BHOCUTbL U3MEHEHWS B XKypHan ayauTa.

21. TpeboBaHus k LenocTHocTh cpeacTs YLL:
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21.1. Cpeactea YL OomkHbl cogepxaTb MeXaHW3M KOHTPOMsS HECAHKUMOHMPOBAHHOIO Cry4anHoro w (unwu)
npegHamMepeHHOro UCKaXXeHus (M3mMeHeHusi, mogudvkaumm) n (Mnu) paspyLieHus nHopMauun, NMPorpaMMHbIX CPEACTB
n AC YL (ganee - MexaHn3M KOHTPONS LIENOCTHOCTH).

21.2. TpebosaHua ans cpegcts YL knacca KC1:

- TpeboBaHUSA K MEXaHN3MY KOHTPOMS LeNOCTHOCTM AOSMKHbI ObITh YKa3aHbl B T3 Ha pa3paboTky (MogepHM3aumio)
cpeacTts YL,

- OOmKeH ObITb onpefeneH Mepuog KOHTPOMS LEeMoCTHOCTM nmporpaMMHbix cpeactB u AC YL, n ykasaH B
aKcnnyaTauMoHHOM AOKyMeHTauun Ha cpeacTtea YL,

- KOHTPOIIb LENOCTHOCTU MNporpaMmHbix cpeactB u AC YL, gomkeH BbINOMHATLCA MPU KaKOoW nepesarpyske
onepaumoHHou cuctemsl (ganee - OC);

- DOIMKHbI UMETbLCH CpeAcTBa BOCCTaHOBMNEHNS LIeNOCTHOCTU cpeacTs YL,

21.3. Tpeboanus ana cpeacte YL knacca KC2 cosnagatot ¢ TpeboBaHusimmn ans cpeacts YL knacca KC1.

21.4. TpeboBanua ansa cpeacts YL knacca KC3:

- KOHTPOJb LIEMOCTHOCTU AOIMKEH BbIMOHATLCS HE pexe 1 pasa B CyTKU.

21.5. Tpeboanus ana cpeacte YL, knacca KB1:

- KOHTPOIb LLEeNOCTHOCTW AOIMKEH BbINONHATLCA Ao 3arpy3kn OC cpegcts YLL.

21.6. TpeboBaHus ans cpeacte YL knacca KB2 cosnagatoT ¢ TpeboBaHuamu ans cpegcts YL, knacca KB1.

21.7. TpeboBaHus ana cpeacte YL knacca KA1:

- KOHTPOJb LIEMOCTHOCTU AOIMKEH OCYLLIECTBNATLCA AMHAMUYECKN NPy YHKUMOHUPOBaHMKM cpeacTs YL,

22. TpeboBaHus K ynpaBneHuno 4OCTYMNoMm:

22.1. CpeactBa YL gomkHbl o6ecneumBaTth yrnpaeneHne 4oCTyrnom.

22.2. TpebosaHua ans cpegcts YL knacca KC1:

- OOMXKHbI OblITb onpegeneHbl TpebOoBaHMS K YMNpaBfeHWo [OCTYNOM M ykasaHbl B T3 Ha paspaboTky
(MogepHusaumio) cpeacts YL.

22.3. Tpeboranus ana cpeacte YL knacca KC2 cosnagatot ¢ TpeboBaHusammn ansa cpeacts YL knacca KC1.

22.4. TpeboBanuna anga cpeacts YL knacca KC3:

- B YL gomkeH obecneunBaTbCa ANCKPELIMOHHbBIN MPUHLMN KOHTPOIA JOCTyna.

22.5. TpebosaHua ans cpeacte YL knacca KB1 cosnagatot ¢ TpeboBaHuammu ang cpeacts YL knacca KC3.

22.6. TpeboaHusa ans cpeacte YL knacca KB2:

- JOMKHO ObITb 0becneyvyeHo co3faHne 3amKHYTON paboder cpeapbl <*> cpepcts YL,

<*> [porpaMmMHas cpefa, koTopasi JonyckaeT CyLLeCTBOBaHUE B HEN TOMbKO (hMKCMPOBaHHOro Habopa cybbekToB
(nporpamm, npoLeccos).

22.7. TpeboaHus ans cpeacte YL knacca KA1:
- B YLl nomkeH obecneunBaTbcs MaHAaTHbIA NPUHLMN KOHTPONSA 4OCTYNa;
- Ans BBoAa kntova 3l agmuHUcTpaTopa cepTudmkaumm TpebyeTcs He MeHee OBYX AOBEPEHHbIX NNL <*>.

<*> Jlnua, aBnsloWmMecs YneHamu rpynnbl agMUHUCTPATOpoB cpeactB YL m 3aBegomMo He  siBnisiloimecs
HapyLmMTenamu.

23. TpeboBaHusa K MOEHTUMKALUN U ayTEHTUMKALNN:

23.1. NpeHTndmkauus n ayTeHTMdumKauns BKYaoT B cebs pacno3HaBaHune nonb3oBaTtens cpeacts YL, ynena
rpynnbl agMUHUCTpaTopoB cpeactB YL, unmu npouecca v NpoBepky MX MOANMHHOCTM. MexaHuam ayTeHTudukauum
[OImKeH 6roknpoBaTh AOCTYN 3TUX CYyOBEKTOB K doyHKUMAM YL, npu oTpyuaTtensHOM pesynbTate ayTeHTUdMKaLmm.

23.2. B cpegctBax YU ang nobon peanu3oBaHHOW npouedypbl ayTeHTMdUKauMM OOMKeH OblTb NpUMeHeH
MEXaHN3M OrpaHMYeHUsT KONMYECTBa CReayoLmMx Nogpsa NonbiToK ayTeHTUdMKaUUmM OgHOro cybbekTa 4oCTyna, YnUcno
KOTOPbIX HE JOMKHO ObITb Gonblie Tpex. [py npeBbilEHMM 4YMcna criefylwmx noapsa MonbiTOK ayTeHTudurKaumum
ofHoro cybbekTa JocTyna yCTaHOBMNEHHOMO NpeAenbHOro 3HayeHms 4oCTyn 3Toro cydbekTa goctyna Kk cpeacream Yl
[OIMKEH ObITb 3abNOKMPOBaH Ha MPOMEXYTOK BPEMEHW, KOTOPbLIV YKka3biBaeTcsi B T3 Ha pa3paboTky (MopepHu3auuto)
cpeacTts YL

23.3. TpeboBanuna anga cpeacts YL knacca KC1:

- onucaHue npouenypbl pernctpauun none3osartenen cpeacTts YL (BHeceHMs JaHHbIX B peecTp nonb3oBaTenem
cpeacts YL) oomkHO coaepkaTbCs B 9KCnyaTauMOHHON JOKyMeHTauumn Ha cpeacTtea YL,

- ONs BCEX MWL, OCYLLECTBAAIOLWMX AOCTYN K cpeacTBam YL, gomkHa npoBoanTtbesa ayTeHTudukauus. MNpu atom
OOMyCKaeTCqd OrpaHnuYnTbCA  MCMONb30OBaHMEM ANs  ayTeHTUUKaUMM  TONbKO  CMMBOJSIBHOIO  MEPUOAMNYECKM
N3MEHSIOLLIErocsi Napons n3 He MeHee 4Yem 8 CMMBOJIOB NpM MOLLHOCTM andaeuta He MeHee 36 cumBornos. [lepuopg
N3MeHeHus1 Naporns He JormkeH BbiTb 6onblie 6 mecsaues.

23.4. TpeboeaHus ansi cpeacts YL knacca KC2:
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- HeobxoAMMOCTb MpeabsABNeHus nonb3oBatenem cpeacts YL npu ero perncrtpaumu [OKYMEHTOB,
YAOCTOBEPSAOLLMNX NIMYHOCTb, AOIMKHA ObITh OTPaXeHa B 3KCnnyaTaumoHHON AOKyMeHTaummn Ha cpeacTea YLi;

- ANs Bcex nornb3oBaternen cpeacTs YL, gonyckaeTcst MCnonb3oBaHMe MeXaHN3MOB yaaneHHon ayTeHTudukaumn.
CneumnanbHble XapakTepUCTUKN MEXaHU3MOB yAaneHHOW ayTeHTUdUKauum OormkHbl OblTb noATBepXdeHbl B pamkax
npoBefeHNs NPOBEPKM COOTBETCTBMA cpeacTB YL n 06bekToB MHpopmaTusaumm, UCnonb3ylwmux AaHHble CpeacTsa,
HacTosiwmMm TpeboBaHusM;

- PV OCYLLECTBMEHNM FTIOKaNbHOro 4octyna k cpeactesam YL ayTeHTMdmKaums YneHoB rpynnbl agMUHUCTPATOpPOB
cpeacTB YL gomkHa BbINOMHATLCA 0 Nepexoda B paboyee coctosiHMe 3Tux cpeacte YL (Hanpumep, OO0 3arpysku
6asoson OC).

23.5. Tpebosanua anga cpeacts YL knacca KC3:

- B cpeacTtBax YL gomkeH ObITb peanv3oBaH MeXaHU3M ayTeHTUdMKaLMK NoKanbHbIX Nofb3oBaTenemn, MMeLmnx
pocTyn k cpeacteam YL, HO He BxogsALWMX B COCTaB rpynnbl agMMHUCTpaTopoB cpeacTs YL,

23.6. TpeboBanus ana cpeacte YL knacca KB1:

- PV OCYLLECTBIEHNM yAaneHHoro goctyna Kk cpeacteam YL, mcnonb3oBaHvWe TOMbKO CMMBOSBLHOMO Napons He
OonycKaeTcs, AOIMKHbI MCNOMNb30BaTbCA MEXaHU3Mbl ayTEHTUUKALMN Ha OCHOBE KpMnTorpanyeckux npoTOKOIIOB.

23.7. TpebosaHua ans cpeacts YL knacca KB2 cosnagatot ¢ TpebosaHuamu ansa cpeacts YL knacca KB1.

23.8. TpebosaHus ans cpeacte YL knacca KA1:

- B cpeacrtBax YL ana nmoboro peanv3oBaHHOro MexaHu3ma ayTeHTudwukauuu gorkHa OblTb peanu3oBaHa
BO3MOXHOCTb YCTaHOBKM NpeAenibHO A0MNyCTMMOro KonmM4ecTBa criedyoLwmx nogpas nonbiTok ayTeHTUdurKaumm OogHoro
cybbekTa goctyna v ycTaHOBKM BpemeHun 61oknpoBKy AocTyna K cpeactsam YL, Ha mecTtax ux akcnnyatauuu.

24. TpeboBaHuWs K 3alLuMTe AaHHbIX, MOCTynaKLWwmx (3kcnopTupyemsix) B (13) YL

24.1. CpegctBa YL, gomkHbl obecneunBaTb [OBEpPEHHbIN BBOA CaMOMOANMCAHHOIO cepTudmkata Knoya
nposepkn 3.

24.2. TpeboBaHusa ansa cpeacts YL knacca KC1:

- cpeactea YL gomkHbl o6ecnevmBaTb nepegady AaHHbIX, cogepXKalimnx MHpopmaLumnio orpaHUYeHHoro AocTtyna,
noctynawoLwmx B YL n akcnoptnpyembix us YL, cnocobom, 3awmueHHsim ot HC[;

- B cpeacTtBax YL gomkHa 6bITb peannsoBaHa npoueaypa 3almTbl OT HaBA3bIBAHMSA NIOXHbIX COOOLEHNI <*>;

<*> HaBs3blBaHWEe NOXHOro coollleHus npepctaenseT cobow AencTBue, BOCMPUHMMAEMOE YYaCTHUKaMM
3NEKTPOHHOro B3auMOAEeNCcTBUSA Unmn cpeacTesamm YL kak nepegadya UCTUHHOIO COOGLLEHMSA CMOCOGOM, 3allMLLEHHBIM
ot HCL.

- TpeboBaHusA K Npoueaype 3awmnTbl OT HaBA3bIBAHWS NOXHbLIX COOOLLEHMI ykasbiBalOTCca B T3 Ha paspaboTky
(MoaepHusaumio) cpeacts YLL.

24.3. TpeboeaHus ans cpeacts YL knacca KC2:

- cpeacrtBa YL gormkHbl obecnednBaTth 3aWmuTy NepBOHaYanbHOro 3anpoca Ha cepTudmkar knioda nposepku 3T;

- cpeactea YL gomkHbI NpUHUMATL KPUTUYHYO ANS YHKUUMOHWPOBaHUA YL uHdopmaumio, TONbKO ecnu oHa
noanucana 3l1.

24 4. TpeboBaHua anga cpeacts YL knacca KC3:

- B cpeacTtBax YL, gomkeH 6biTb peanns3oBaH MexaHu3M 3alUnTbl OT HaBA3bIBAHUSA MOXHbIX COOOLLEHMIN Ha OCHOBE
ncnonb3oBaHusa cpeacTs A1, Nony4nBLUNX NOATBEPXKAEHNE COOTBETCTBMSA TpeboBaHUsM k cpeacteam 1.

24.5. TpeboBaHus anga cpeacte YL knacca KB1:

- B cpeacTtBax YL gomkeH ObiTb peanua3oBaH MEXaHU3M 3alUnTbl AaHHbIX NPWU nepedade ux Mmexagy (uandecku
pasgeneHHbIMM KOMMOHEHTaMMn Ha OcHoBe ncnornb3oBaHus CK3A.

24.6. TpeboBanua ana cpencts YL knaccos KB2 n KA1 conagatoT ¢ TpeboBaHusmn ansa cpencteB YL knacca
KB1.

25. TpeboBaHUs k permctpauumn codbITUI:

25.1. basoBas OC cpeacts YLl gomkHa nogaepxuBaTb BeAEHUE XXypHarna ayauta CUCTEMHbIX COObITUIA.

25.2. TpeboBanua ansa cpeacts YL knacca KC1:

- B cpeacTtBax YLl gomkeH OblTb peann3oBaH MexaHu3m, NPON3BOASLLNA BbIOOPOUHYIO perncTpaumio cobbiTuii B
XypHane ayguTa, CBA3aHHbIX C BbINOnHeHneM YL cBonx yHKUnI;

- CMMCOK PerncTpmpyemMbix COObITUI JOIMKEH COAEPXKaTbCH B 3KCMNyaTalMOHHON JOKYMeHTauum Ha cpeactea YL,

25.3. TpeboBaHus ans cpeacte YL knacca KC2 coBnagatoT ¢ TpeboBaHusamu ansi cpeacts YL knacca KC1.

25.4. TpeboBaHusa ansa cpeacts YL knacca KC3:

- [AOMXKHbl ObITb MPUHATHI Mepbl OBHapYyXEeHWs1 HECaHKUMOHUPOBAHHbLIX W3MEHEHUM XypHana ayauTa
nonb3oBaTtenamu cpeacts YL, He aBnsaoWmMMmMCa YneHamm rpynnbl agMuHUCTpaTopoB cpeacts YL.

25.5. Tpeboanua ana cpeacts YL, knacca KB1 coBnagatoT ¢ TpeboBaHnsmu anga cpeacts YL knacca KC3.

25.6. TpebosaHua ans cpeacts YL knacca KB2:

- JOMMKHBI ObITb NPUHATHI MEPbl 0BHAPYXXEHUSI HECAHKLMOHUPOBAHHLIX M3MEHEHMI KaXKOoW 3anucu B KypHane
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aygwuTa.

25.7. Tpeboanus ana cpeacte YL, knacca KA1:

- XKypHan ayauTta [orkeH ObiTb OOCTYMEeH TOMbKO agMUHUCTPATopy ayauta, KOTOPbIM MOXEeT OCYyLeCTBNSATb
TONBLKO €ro NPOCMOTP, KOMMPOBAaHWE M NOMHYK OYUCTKY. [locne o4MCTKM NepBoOM 3anNnCbio B XXypHarne ayauTa OOrKeH
aBTOMaTUYECKN PErNCTPUPOBaTBCHA (QaKT OYUCTKM C YKasaHuMem pfaTbl, BpeMeHu U uHdopmauum o nuue,
NpPOM3BOAMBLLEM OMEpaLyIO.

26. TpeboBaHMsa N0 HAOEXHOCTU N YCTOMYMBOCTU DYHKLIMOHUPOBaHUS cpeacts YL

26.1. [JormkHbI ObITb ONpeaeneHbl TPeboBaHMSA NO HAAEXHOCTU U YCTOMYMBOCTU (pyHKLUMOHMpPOBaHMA cpeacts YL|
1 ykasaHbl B T3 Ha pa3paboTky (MogepHuM3auuio) cpeacts YL,

26.2. TpebosaHua ans cpegcts YL knacca KC1:

- NPOBOAMTCS pacyeT BepOATHOCTM cOoeB M HencnpaBHocTel AC YL, NnpMBoaswnX K HeBbINonHeHuto YL, cBounx
PYHKUUA.

26.3. TpeboBaHua ansa cpeacts YL knacca KC2:

- OOJMKHO OCYLLECTBASATLCH TECTUPOBAHNE YCTONYMBOCTN PYHKLIMOHMPOBaHUS cpeacts Y.

26.4. TpeboBanua anga cpeacts YL knacca KC3:

- DOMMKHBI BbITb onpeAeneHbl TpeboBaHUS No BpeMeHn BoccTaHoBneHus cpeacts YL, nocne cbos u ykasaHol B T3
Ha pa3paboTKy (MogepHusaumo) cpeacts YL;

- Mepbl U CpeacTBa MOBbLIWEHUS HALEXHOCTU U YCTOMYMBOCTU (DYHKUMOHMPOBaHMA cpenctB YL OomkHbl
cofepXaTb MexaHU3Mbl KBOTMPOBaHWs pecypcoB cpeacts YLI.

26.5. Tpeboranus ana cpeacte YL, knacca KB1:

- BEpPOSATHOCTb cboeB 1 HeucnpasHocTen AC YL, npMBoasLnX K HEBbINONMHeHMO YL cBoux dyHkunin, B TeyeHue
CYTOK He JOSPKHA NpeBbIWaTh aHanormyHo BepoATHOCTU ANns ucnonb3yembix CK3U.

26.6. TpeboBaHusa ans cpepcts YL knaccoB KB2 n KA1 coBnagatoT ¢ TpeboBaHusmu gns cpeactB YL, knacca
KB1.

27. TpeboBaHus K KNO4eBON MHDOPMaLMK:

27.1. lNopsaok co3gaHns, NCNOSb30BaHUA, XPaHEHNUS N YHUUTOXEHUS KMOYeBOM MHopmaumMmM onpenensietca B
COOTBETCTBUM C TPeOOBaAHNAMM IKCNyaTaLMOHHON AOKyMeHTaumm Ha cpeactBa Ol u uHble CK3W, ucnonb3yemblie
cpencteamu YLL.

27.2. Cpok peunctsusa knwoya IOl cpeactesa 3I, mcnonbsyemoro cpeactsamu YL, gomkeH COOTBETCTBOBaTb
TpeboBaHNsIM, YCTaHOBIEHHBLIM K cpefcTBam 3.

27.3. TpeboBanua ansa cpeacts YL knacca KC1:

- He JonycKkaeTcs KonupoBaHe MHOPMaLMKM KIoYEBbIX JOKYMEHTOB (Kpuntorpadouyeckunx Kroden, B TOM 4uchne
knoyen Jl1) Ha HocuTenu (Hanpumep, XECTKMA [UCK), He SABMsoWMecs Kn4veBblMU HocuTenamu, 6e3 ee
npeaBapuTensHOro WndpoBaHns (KOTOpoe AOMKHO OCYLLECTBAATECA BCTPOEHHOW yHKumen ucnonbdyemoro CK3U).
KonnpoBaHue KnoyeBbIX AOKYMEHTOB [OOMKHO OCYLLECTBMASATLCA TOMbKO B COOTBETCTBUM C  IKCMryaTauMOHHON
JoKymMeHTaumen Ha ucnonbdyemoe CK3U;

- kntoun 3, ncnonb3yemble AnNs NoANMCK cepTUUKaToB krtoven nposepkun I 1 CAMCKOB YHUKamNbHBIX HOMEPOB
cepTMdukatoB Kntovern nposepku I, OeNCTBME KOTOPbIX Ha OMpederneHHbI MOMEHT Obino npekpaiwieHo YL go
NCTeYeHNs Cpoka Ux AeNCTBUS (ganee - CMMCOK aHHYNMPOBAaHHbIX CepTUEUKATOB), HE OOIMKHbBI UCMONb30BaTbCA HU OIS
KaKMX UHbIX LieNewn;

- CPOKW OEVNCTBUS BCEX KIOYEN LOIMKHbI ObITb yKa3aHbl B 3KCMyaTaLMOHHOM OKYMeHTauun Ha cpeactea YL,

27.4. Tpeboranua anga cpeacte YL, knaccoB KC2 n KC3 coBnagatoTr ¢ TpeboBaHusamMu ans cpeactB YL knacca
KC1.

27.5. Tpeboanus ana cpeacte YL knacca KB1:

- OOIMKHbI ObITb NPUHATHI OPraHM3aLUMOHHO-TEXHUYECKME MEPbI, UCKMoYaloLmne BO3MOXHOCTb KOMMpomeTauum
knoya 3l1, mcnonb3yemoro Ans noanucu ceptudukaToB krwoden nposepkn 3l M CNUCKOB  aHHYNUPOBAHHbLIX
cepTMdUKaToB, Npy KOMNPoOMeTaLUn KnoYeBon MHOpMaLUKn, JOCTYNHON OOHOMY MuLLy.

27.6. TpeboBaHus anga cpeacte YL knacca KB2:

- kntod 3l, mcnonb3yemblii ANst NOAMUCK CEPTUAUKATOB Kroyen nposepkn 3l M CAMCKOB aHHYNMPOBAaHHbIX
cepTnUKaToB, JOIPKEH rEHEPMPOBATBLCS, XPaHUTBLCS, UCMOMNBb30BaThCA U yHUYTOXaTeCs B cpeactse Oll. [onyckaetcd
ncnonb3oBaHne Tonbko cpeacTs 3, NoNy4YnBLINX MOATBEPXKOEHWE COOTBETCTBMS TpeboBaHUAM, MpeabsBAseMbiM K
cpeacteam 3l B cooTBeTcTBUM C DeaepanbHbIM 3aKOHOM;

- JOJMKHBI ObITb MPUHSITHI OpraHM3auMOHHO-TEXHUYECKME Mepbl, UCKIYatlowme BO3MOXHOCTb KOMMpOMeTaumum
kntoda 31, ncnonbsyemoro Ansg MoANUCKM cepTUdUKaTOB Kroven nposepkn 31 U CNUCKOB aHHYNMPOBaHHbLIX
cepTnmrKaToB, NP KOMNPOMETaLMX KIOYEBON MHGOPMALIMK, OCTYMHON ABYM NALIAM.

27.7. Tpeboranus ana cpeacte YL knacca KA1:

- OOIMKHbI ObITb NPUHATHI OPraHM3aLUMOHHO-TEXHUYECKME MEPbI, UCKMoYaloLmne BO3MOXHOCTb KOMMpomeTauum
knoya 3l1, mcnonb3yemoro Ans noanucu ceptudumkaTtoB kroden nposepkn 31 M CNUCKOB  aHHYNUPOBAHHbLIX
cepTMduKaToB, Npy KOMNpoMeTauun Krnoyeson nHdopmaLmm, JOCTYMHOM TPeM nuLam.
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28. TpeboBaHusa K pe3epBHOMY KOMMPOBaHUIO M BOCCTAHOBMNEHMIO paboTocnocobHocTv cpeacTts YL

28.1. Cpeactea YL, gomkHbl peanv3oBbiBaTb OYHKLUN PE3EPBHOMO KOMMPOBAHMSA U BOCCTAHOBIIEHUST Ha Cry4van
nospexaexus AC un (unun) nicopmaumu, obpabateiBaemon cpegcteamu YL B xoae pe3epBHOro KonumpoBaHus OOSKHA
ObITb NCKMOYEeHa BO3MOXHOCTb KONMMPOBAHUSA KPUMTOrpachnyeckmnx Kroven.

28.2. TpeboeaHus ans cpencts YL knacca KC1:

- OaHHble, COXPaHEHHbIE MPU PEe3epPBHOM KOMWPOBAHMWU, OOMKHbI ObITb [OOCTaTOMHbI AN BOCCTAHOBIEHUS
PYHKLMOHMpPOBaHUSA cpefcTB YL B cocTosiHMe, 3addUKCMPOBAHHOE HA MOMEHT KOMUPOBAHKS.

28.3. Tpeboranus ana cpeacte YL knaccoB KC2 n KC3 coBnagatoT ¢ TpeboBaHuamMu gnst cpeactB YL knacca
KC1.

28.4. TpebosaHua ans cpeacts YL knacca KB1:

- OOMXKHbI BbITb NPUHATLI Mepbl 0BHAPYXXEHUS HECAHKLNOHMPOBAHHbLIX M3MEHEHUIN COXPaHEHHbIX OaHHbIX;

- OOMMKHbI ObITb onpegeneHbl TpeboBaHWSI MO BPEMEHU BOCCTAHOBIEHWMS W ykasdaHbl B T3 Ha paspaboTky
(MoaepHuzaumio) cpeacts YL 1 B akcnnyaTtaunmoHHOM AOKyMeHTaumm Ha cpegctea YLL.

28.5. Tpeboranus ana cpeacte YL knacca KB2:

- CoXpaHsiemasi Mpu pe3epBHOM KOMUPOBaHMM 3awuuiaemas MHGOpMauus OOIMKHA COXPaHATLCA TOMbKO B
3awmngpoBaHHOM BUAE.

28.6. TpeboaHus ans cpeacte YL knacca KA1 coBnagatoT ¢ TpeboBaHuamu ans cpegcts YL, knacca KB2.

29. TpeboBaHusa K CO30aHMIO U aHHYNMPOBaHMIO cepTudmkaTos knoven nposepku IlT:

29.1. TNpoTOKOMbI CO34aHUSA Y aHHYIMPOBaHWSA cepTUdUKaToB Krtodern nposepkn Ol JomkHbl ObiTb OnMcaHbl B
aKcnnyaTauMoHHOM AOKyMeHTauun Ha cpeactea YL,

29.2. CosgaBaemble YL ceptudumkatsl kntoden npoepkn Al 1 CAMCKN aHHYNMPOBaHHbLIX CEPTUMUKATOB AOMKHbI
COOTBETCTBOBAaTb MeXayHapoaHbiM pekoMmeHgaumsam ITU-T X.509 <*> (panee - pekomeHgaumm X.509). Bce nonsa u
[JOMOMNHeHWs, BKMNoyaemMble B cepTudumkaTt kntoven nposepkn O M CNNCOK aHHYNUPOBAHHbIX CEPTUAUNKATOB, OOIDKHbI
ObITb 3anofiHeHbl B COOTBETCTBUM C pekomeHpauusamm X.509. MNpu ucnonb3oBaHWM anbTepPHATUBHbLIX opmaToB
cepTudukatoB knoyen npoepkn Ol AomkHbl ObiTb onpegeneHbl TpeboOBaHUA K MPOTOKONAM CO3[4aHUA U
aHHYNMpPOBaHWsI cepTMdUKaTOB Krtoven npoepkn Il n ykasaHbl B T3 Ha pa3paboTky (MogepHusaumo) cpeacts YLI.

<*> |TU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. Cpeactea YL, gomkHbI peann3oBbiBaTb MPOTOKONT aHHYNMpOBaHUs cepTudmkarta knoya nposepku Ol ¢
NCMNOMb30BaHNEM CMUCKOB aHHYNMPOBaHHbIX CEPTUGUKATOB.

29.4. [JonyckaeTca peanusaumsi NPOTOKOIIOB aHHYNMPOBaHUS 6e3 MCNonb30BaHMS CMUCKOB aHHYNMPOBAHHbIX
cepTudunkaTos, TpeboBaHMS K KOTOPLIM AOMKHbI ObITb YkasaHbl B T3 Ha pa3paboTky (MogepHusaumio) cpeacts YL,

29.5. TpeboeaHus ans cpencts YL knacca KC1:

- B cpepactBax YL gomkHa ObiTe peanu3oBaHa (OyHKUMSI M3rOoTOBMEHUSA cepTudmkata kntoda nposepku Ol Ha
OymaxHom Hocutene. Nopsgok Bbldaunm cepTudukata knoda npoepku 3l Ha OymaxHOM HocuTene, a Takke
npouenypa KOHTPONs COOTBETCTBUA cepTudmkata knoya nposepku Ol B 3N1EKTPOHHOM BUAE M Ha DymMakHOM HocuTene
OOIMKHbI ObITb yKa3aHbl B 3KCMNnyaTauMoOHHOM AOKYMEHTaumm Ha cpeactea YL;

- B cpeacTtBax YL, B oTHOwWweHUn Bnagenbua ceptudumkata knoya nposepkn 3l gormkHbl ObiTb peanv3oBaHbl
MeXaHU3Mbl MPOBEPKM YHUKANBbHOCTU Kntoya nposepku Al 1 obnagaHusa cooTBETCTBYIOLWMM KrtodoM Ol.

29.6. Tpeboranus anga cpeacte YL knacca KC2 cosnagatot ¢ TpeboBaHusimmn ans cpeacts YL knacca KC1.

29.7. TpeboBanua ansa cpeacts YL knacca KC3:

- MOrpeLHOCTb 3HAYEHUN BPEMEHM B cepTudmkaTax knwover nposepkn Il M cnmMckax aHHYNMPOBaHHbLIX
cepTndunkaToB He AormkHa npesBbiwatb 10 MUHYT.

29.8. TpebosaHua ans cpeacts YL knacca KB1:

- MOrPeLHOCTb 3HAYeHW BPEMEHW B cepTudmkaTax knodven nposepkn 31 M cnmnckax aHHYNMPOBaHHbLIX
cepT1MKaToB He JOMKHA NPeBbIWAaTh 5 MUHYT.

29.9. Tpeboanua ansa cpeacts YL knaccos KB2 n KA1 coBnagatoT ¢ TpeboBaHusmn ans cpencteB YL knacca
KB1.

30. TpeboBaHus k CTPyKType cepTudukaTa knova nposepkun Il 1 cnucka aHHyNUMPOBaHHLIX CEPTUAUNKATOB:

30.1. TpeboBaHus ans cpegcts YL knacca KC1:

- 0ONYyCTMMbIE CTPYKTYpbl cepTudmkaTta knoda nposepkun 3l 1 cnMcka aHHYNMPOBaHHbIX CEPTUUKATOB [OIMKHbI
ObITb NepeYmncrieHbl B 3KCMyaTaunoHHOM AOKyMeHTaummn Ha cpeactsea YL;

- B cpeacTtBax YL gomkeH ObITb peann3oBaH MexaHM3M KOHTPOMsS COOTBETCTBUSA CO3[4aBaeMbIX CEepTUGUKATOB
kntovern npoBepkn 3l 1 CNUCKOB aHHYNMPOBAHHbLIX CEPTUDMKATOB 3a4aHHOWM CTPYKTYPE;

- B CTPYKType cepTudumkara knoya nposepku 3l gormkHbl ObITb NpegyCMOTpeHbI None, cogepxallee cBegeHns o
knacce cpeacts YL, ¢ ncnonb3oBaHnem KOTOpbIX ObIf CO34aH HACTOALWMI cepTudmkaTt knya nposepkn 3l1, n none,
cofepxallee cBefeHus o knacce cpeactea 3l Bnagenbua ceptudukaTa knova nposepku 3.
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30.2. TpeboeaHus gns cpeacts YL knaccoe KC2 n KC3 cosnagatT ¢ TpeboaHuamu ans cpencts YL knacca
KC1.

30.3. TpebosaHus gns cpeacts YL knacca KB1:

- B cpeactBax YL, gomkeH ObiTb peanv3oBaH MexaHU3M 3afaHus CUCTEMHbIM agMUHUCTpaTopoM Habopa
[OonNyCTMMbIX AOMOMHEHUIN cepTudmkaTa knoya nposepkn Il 1 cnnucka aHHYNMPOBaHHbIX CePTUPUKATOB.

30.4. TpeboaHus ans cpeacts YL knaccos KB2 1 KA1 coBnagatoT ¢ TpeboBaHusMu ansa cpeacte YL, knacca
KB1.

31. TpeboBaHus k peecTpy cepTudmkaToB knoyen npoepkn A n obecneyeHnto gocTyna K HeMy:

31.1. TpebosaHus gns cpeacts YL knacca KC1:

- B cpeacTtBax YL, gomkHbl 6biTb peanu3oBaHbl MEXaHU3Mbl XpaHEHMS Y NOMCKa BCEX CO3[aHHbIX cepTudunkaToB
Kntoyen nposepkn 3l 1 CIMCKOB aHHYNMPOBaHHbLIX CePTURUKATOB B peecTpe, a Takke CeTeBOro A4oCTyna K peecTpy.

31.2. TpeboeaHus ans cpeactB YL knacca KC2 coenapatoT ¢ TpeboBaHusamn ans cpeacts YL knacca KC1.

31.3. TpeboBaHus ans cpeacts YLl knacca KC3:

- B cpeactBax YL, pomkeH GbiTb peannsoBaH MexaHu3Mm noucka ceptndumkaToB kntodern npoepkn A1 1 cnuckos
aHHYNMPOBaHHbIX CEPTUUKATOB B peecTpe cepTudukaToB Krntoyen nposepkn 3l No pasnuyHbiM ux atpmbyTtam;

- BCE U3MEHEHUS peecTpa cepTudukaToB Knoyven nposepkn Ol JOMKHBI PErMCTPUPOBATLCS B XXypHane ayauTa.

31.4. TpeboBaHus ans cpeacts YL knaccoe KB1, KB2 n KA1 coenagatoT ¢ TpeboBaHusmu gns cpeacts YL
knacca KC3.

32. TpeboBaHus k npoepke A B cepTrudumkaTe knroda nposepku ArT:

32.1. omkeH ObITb ONpedeneH MexaHn3m NPOBEPKN NOANUCU B cepTudmnkaTe kntoda npoeepkn Al no 3anpocy
y4acTHMKa 3reKTPOHHOro B3aMMOAEeNCTBUS M yYKa3aH B SKCMnyaTauMoHHON JOKYMeHTauun Ha cpeactea YL,

32.2. B cpegctBax YL gomkeH BbiTb peanv3oBaH MexaHu3M nposepkn noanuHHoctn 3 YL B BblgaBaeMbiX UM
cepTudukaTtax knoyen nposepku 3.

32.3. lNposepka 31 B cepTudumkate knova nposepkun 3l ocyLLecTBnseTca B COOTBETCTBUU C pekoMeHAaLusaMu
X.509, Bkntoyasi 06A3aTeNbHYH NPOBEPKY BCEX KPUTUHECKUX JOMONHEHUA.

32.4. Ecnn, ncxogsa ns ocobeHHoCcTen akcnnyataumm cpeacTs YL, gonyckaeTcsi MCNonb3oBaHMe anbTepPHATUBHbIX
dopmatoB cepTudmkata knoya nposepkm 3, AormkeH ObITb onpegeneH MexXaHn3M NPOBEPKM NOANUCK B cepTudmkare
kntova nposepku 3l u ykaszaH B T3 Ha pa3paboTky (MogepHusaumto) cpeacts YLL.

33. [Ina orpaHnyeHnsa BO3MOXHOCTEN NO NOCTPOEHMIO KaHarnoB aTak Ha cpeacTtea YL ¢ ncnonb3oBaHmeM kaHanos
CBS3U JOIMKHbI MPUMEHSATLCA CPecTBa MEXCETEBOrO 3KpaHMPOBaHMS.

34. [omkHbl ObITb onpegeneHbl TpeboBaHWs NO 3awmTe cpedcTtB YL OT KOMMbIOTEPHBIX BUPYCOB W
KOMMbIOTEPHBIX aTak U ykasaHbl B T3 Ha pa3paboTky (MogepHu3auuo) cpeacts YL,

35. MNpwn nogknoyeHun cpeacts YL kK MHpOpMaUMOHHO-TENEKOMMYHMKALMOHHON CeTWU, OOCTYN K KOTOPOW He
OrpaHu4eH onpegeneHHbIM Kpyrom nuu, ykasaHHble cpeacTBa OOMMKHbl COOTBETCTBOBaTbL TpeboBaHWsM K cpeacTBam
YL knacca KB2 nnn KA1.

36. ViccnepoBaHus cpencte YL ¢ uenbio noaTBepXXaeHnst CoOoTBETCTBUS cpeacTB YL Hactosiwmm TpeboBaHusim
OOMKHbI MPOBOAMTBCS C UCNoNb3oBaHWEM paspabaTbiBaeMbix PCBE PoccuMm 4McnoBbIX 3HA4YeHWA MNapamMeTpoB U
XapaKTepUCTUK MEXaHN3MOB 3aLUMThI, peanuayembix B cpeacteax YL <*>.

<*> [NognyHkT 47 nyHkta 9 lMonoxeHua o PepepanbHon cnyxbe 6eszonacHoctn Poccunckon depepauun,
yTBEepxaeHHoro Ykasom [lpesupeHta Poccuiickon @Pepepaumm ot 11 asrycta 2003 r. N 960 (CobpaHue
3akoHogaTtenbcTBa Poccuiickon ®enepaunn, 2003, N 33, cT. 3254; 2004, N 28, cT. 2883; 2005, N 36, cT. 3665; N 49,
cT. 5200; 2006, N 25, cT. 2699; N 31 (u. I), cT. 3463; 2007, N 1 (4. ), cT. 205; N 49, c1. 6133; N 53, cT. 6554; 2008, N
36, cT.4087; N 43, cT1. 4921; N 47, cT. 5431; 2010, N 17, c1. 2054; N 20, cT1. 2435; 2011, N 2, cT. 267; N 9, cT. 1222).
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