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[JaHHaa MHCTPYKUMA NnpegHasHavyeHa ANA pyKOBOACTBa NPW YCTAaHOBKE CMUCKOB OTO3BaHHbIX cepTUdUKaATOB
Ypoctosepsatowero ueHTpa PrbY « PKIM Pocpeectpa».

TepMUHBI U OnIpeaesiIeHUs

. KopHeBoW ceptuduKar - ceptudukar yu, obecneumnBatowmii 6e3onacHOCTb
B eAMHOM MPOCTPaAHCTBE AOBEPUA MPU 3/IEKTPOHHOM B3aUMOAENCTBUMN.

. CnucoK oto3BaHHbIX ceptuduKkatos - (CRL — Certificate Revocation List) — 3TO 31eKTPOHHBbIN
OOKYMEHT, KOTOPbIV COAEPKUT NepedeHb NaeHTUPUKATOPOB cepTUPUKATOB, ABNAIOLLMXCA OTO3BAHHbBIMU U3
obpaweHma B YLU. YL, ocyuwectsnser oT3biB cepTudukatos M nybamkaumio CNUCKOB OTO3BAHHbIX
cepTMUKaTOB B COOTBETCTBMM C PernameHTom, pasmeLleHHbIM Ha oduumanbHom caliTe YL, B ceTu MHTepHeT

no agpecy https://uc.kadastr.ru, 8 pasgene «O LieHTpe».

. Kpuntonposaiigep (Kpuntofpo CSP) — cpeactBo Kpuntorpaduyeckoi 3awmTbl MHGOPMALMM
(CK3W), nporpammHblii  NPOAYKT, AOAA aBTOpU3aUMM U obecneyeHns OPUANYECKON 3HAYUMOCTU
3/1EKTPOHHOMO AOKYMEHTO060pOTa Meay Y4aCTHMKaMW B3aMMOAENCTBUA, MOCPEeACTBOM UCMO/1b30BaHMA
npoueayp ¢OpMMPOBaHMA UM NPOBEPKM 3/EKTPOHHOW nognucu (M), a TaKkKe obecneyeHus
KOHOUAEHUMANBHOCTM WM KOHTPOASA LENOCTHOCTM WHPOpMaumn nocpeactsom ee  WwudpoBaHUA U
MMMUTO3aLLUTbI.

o YU — yaoctosepatowmin ueHTp ®IrbY « DKM Pocpeectpa».

° ®reyY «®KM Pocpeectpa» — @degepasbHoe rocyfapcTBeHHoe OloaKeTHOe yyperkaeHue
«®depepanbHan Kagactposas nanata depepanbHo caykbbl rocyfapcTBEHHOW perncTpauuun, Kagactpa u
KapTorpapumn».

. 3N — s3n1eKTpoHHaA NoANMUChb.
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1. [logroToBka paboyero Mecrta

[na Havana pabotbl c CepTndukaTom, nonydeHHoim B YL, PIBY «PKM PocpeecTpa», Heobxoaumo:

- yctaHoBuTb Kpuntonposaiaep Kpmuntolpo CSP;

- ycTaHoBWUTb KopHeBble cepTUdUKaTDI;

- YCTaHOBUTb JINUHbIN cCepTUPUKaAT;

- ycraHoBuTb Kpuntolpo 3UM Browser plug-in
(pabomocnocobHocmeb naaeuHa MOM(HO nposepume, nepelios no ccbinke
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html, Apu amom

00A#HO 0Mobpa3umsca coobujeHue 0 mom, Ymo naaz2uH 3azpyiceH. CoobueHue makie 00AHHO
codepxamb UHGOPMAUU O e6epcuu Msa02UHAd U O cocmase UCrosab3yemozo /U4YHO20
cepmuguxkama).

CnucKM oTo3BaHHbIX cepTudmMKaToB U KopHeBble cepTuduKaTbl NybaMKytoTca Ha caliTe YU, no agpecy

https://uc.kadastr.ru 8 pasaene «MoapepxKa».
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2. YcraHoBka CrMcKa 0TO3BaHHBIX CEPTUPUKATOB

2.1.  [nA yCTaHOBKM CMUCKa OTO3BaHHbIX CEPTUOUKATOB HEOBXOAMMO:
- Ha caiTe YU, «3aiiTnu» B pasgen «MopaepkKka» -> «lMepeyHn KOpHeBbIX cepTUdUKATOB U
CNUCKOB OTO3BaHHbIX CcepTUPMKATOB, HeobXxogumbiXx AnA paboTbl € KBaAMGUUUPOBAHHBIM

ceptuduKkatom, nonyyeHHbim B YL, PTBY « DKM Pocpeectpa» (cm. PucyHok 2.1.1):

&) NAYHbIA KABMHET

Y KOHTAKT-LIEHTP
M  POCPEECTP YA OCTOBEPAIOLLWA LLIEHTP 5800 100 34 34
Caqepammay - .
S — menepanbuow KaAaacTpoBOW NanaTtbl 2BOHOK EECTNATHBI
= Mkl AENAEM MOCYCNYT KAYECTBEHHEE W AOCTYTHEE
SNEKTPCHHAA MOANWCE MPOBEPKA 3N MOAAEPREA KOHTAKTHI O LIEHTPE FAO
¥Bana@emble 3afasuTenn!

B cooTEETCTEMM C yEeacMASHHEM MUHKOMCEASH PoCcaM,
BRIMyCK CepTudukatos 31 no NOCT P 34.10-2001
nocae 31.12.2015 yooCTOESRAMLIMM LEHTDEM HE JOMYCKIETCR,

B ceasu c wem, nocne 18:00 (Mck) 26.12.2018
WCKNFOHERS EOSMOXHOCTE MoAaHqM
B ¥OOCTOEEpAWME LexTp OEY « 0K Pocpeecrpas
3JaNpoCoE Ha Benyck Ceprudmkaros 30 no NOCT P 34.10-2001.

NOALEPKKA

MHCTpYKUKA © NOpagKke DErMCTPALMW U Nony-“eHun cepTwbuxata ang @M u MN & lvdHom kabuHete YL $TEY =K Pocpeectpas
WHOTpYKUKA © NopagKe DErMCTPaLMM U NonyHeHun cepTibuxata ans HOM & MudHom kaBuHete YL ©TEY «0KMN Pocpeectpas

WHCTpyKUWA Mo YCT3H0BKE AWHHOMD cepTvdakaTa, Beimylentoro YL $rBY «$kIN Pocpeectpas

MepeyH KOpPHEBbLIX CEPTHEMKATOE M CNMCKOE 0TO3B3HHbLIX CEpTWPHKATOB, HEOGXOANMBIX ANA PAtOThl € KEANMGHMLNPOEAHHBIM CEPTHHOMKATOM,
nomyyeHHbIM B YU, ©IBY «®KIN Pocpeectpas

ONR oBecneqeHna JOBEDA K CEPTMDHKATAM, NoNyHerkEEM B YL OTBY «@KT PocpeacTpas, a Takxe ANA NPOBEPKK MK aKTYANBHOTO CTaTyCa,
CNEAYET PASMECTUTE HEOBXOAMMEIE KODHEEHIE CEDTUMMKATE M CTMCKW OTO3E3HHEXN CEPTMOWKATOE B CNELMANEHBIE XPAHWIWLLA OMNEPALIMOHHON
CHCTEMB!

PucyHok 2.1.1
- cKayaTb CrMCKM 0TO3BaHHbIX cepTUPUKATOB (CM. PucyHok 2.1.2).
BHUMAHMUE! Heo6xoaMMO0 3aNOMHUTb MeCTO, Kyaa coxpaHaloTca ¢aiinbl CNMCKOB 0TO3BaHHbIX

ceptuduKkaros!
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CNWCKK oTOZBaHHLIX cep'rudmka'rcs

CNUCOK OTO3BaHHLIX CEpTMOMKATOE MWHKOMCEAZM POCCHIA
() CnUcok oTOIBaHHLIX CEPTUOWKATOE MONOBHOTD YACCTOBEPAOWETS LeHTpa

(L) CnUcok oTO3BaHHBIX CEPTMOWKATOR YL, 1 MC YL,

() Cnucok oTO3BaHHBIX cepTHdWKATOR YL ©BY «@KM Pocpeectpa= no MOCT P 34.10-2012 #4
(;;:: CNUCOK OTO3BaHHLIX CepTHdKKaToE YL, ©IBY «®KM Pocpeectpa= no MOCT P 34.10-2001 #5
.\W CMNUCOK OTO3BaHHLIX CepTHdUKaToOE YL, ©IBY «@KM Pocpeectpa= no MOCT P 34.10-2001 #3
\\l,j CNUCOK OTOZBaHHLIX CepTHOKKATOR YL ©IBY «@KM Pocpeectpa= no MOCT P 34.10-2001 #2

PucyHok 2.1.2
- panee nocnenoBaTteslbHO YCTaHOBUTb Cnuckm OTO3BaHHbIX cepTUOUKaTOB.
YctaHoBKa CnvcKa OTO3BaHHbIX CepTUUMKATOB BO3MOXKHA [ABYyMA crnocobamu: B aBTOMATUHECKOM

peMMe U B «PYYHOM» pesrMMe.

MpumeyaHue: B ciyyae Bbibopa crnocoba yctaHoBKM CriMcKa OTO3BaHHbIX CEPTUUKATOB B aBTOMATUUECKOM
pexkmMme byaeT OCyLLeCTBNeHa YCTaHOBKaA BCel Lenodkn ceptudukaumm (CNMcKn oTo3BaHHbIX cepTUdMKaToB
n KopHesble cepTudumKaTbl), A5 3TOr0 He0H6Xo0ANMMO BOCNO/1b30BaTbCA « UHCTPYKLMEN NO aBTOMATUYECKOMN

YCTaHOBKE KOPHEBbIX CePTUPMKATOB U CMUCKOB OTO3BaHHbIX cepTuduKartos YL, ®PIBY «PKI Pocpeectpar».

2.2. [nA ycTaHOBKM B «py4HOM» pexmnme Cnucka OTO3BaHHbIX CepTUOMKATOB HeobXxoaMmo
HaKaTb NPaBOM KHOMKOW MbIlIM Ha coxpaHuBwemcsa daiine, B KOHTEKCTHOM MEHI0 BblBpaTb MyHKT
«YcTaHOBUTb CMUCOK oOT3biBa (CRL)». B OTKpbIBLIEMCA OKHe Ha)aTb KHOMKy «Janee»

(cm. PucyHok 2.2.1):
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Macrep umnopra cepTvdukaTos N
&
Macrep pra ceptnd
V7 3TOT MacTep NOMOraeT KONMPOBaTh CEpTUGMKATE,
M CTNACKI AOBEPUS W CMCKM OT3bIBA CEPTUGUKATOS C
7 0 AUCKaE B duKaTos.
Cermabnar; Vi O 7

HTPOM
ABNAETCA MOATEEPKACHNEN BaLEN MYHOCTH 1
COREPXUT MHbOPMALKIO, HEOBX0AMMYIO ANS 3aWNTLI
A@HHBIX UK YCTEHOBNEHNS 33IUMLLEHHBIX CETEBbIX
MOAKIOHEHNIA, XPaHUAMLLE CEPTUDMKATOB - 3TO
06NaCTe CUCTEMBI, NPEAHAa3HAYEHHEs ANS XpaHEeHMS
cepTUPMKATOB. f

Ans NPOAOIKEHNS HEXMATE KHONKY “Aanee”. ‘

PucyHok 2.2.1
2.3.  YcTaHOBUTb MNepekntodatesnb B nosuuyuio «fMomectutb Bce cepTUdUKaTbl B caegylollee

XPaHUAULLEY, 3aTEM HaXKaTb KHOMNKY «0630p» (cm. PucyHok 2.3.1):

Macrep vmnopra ceprupukatos g

- -
Xpaunnuuie cepruduxaros
XpaHunMWa cepTUGMKATOB - 3TO CACTEMHbIE 061acTH, B KOTOpbIX
XPaHATCA CEPTUDMKATBI.

Boibop xparunuwa MoxeT BbiTb npousseaeH Windows asTOMATHHECKM, M Xe
MOXHO YKa3aTb P cepTud a BPY4HYIO.

I () AsToMaTMYECKHN BLIBPATH XPEHUNMULE Ha OCHOBE THNa CepTHdUKaTa

@ MomecTuTb BCe cepTud BC

XpaHunmuwe cepTudmKaTos:

MoapobHee 0 xpaHUNMULAX CEDTUDUKATOB

[ <tasan |[ panee> | [ omesa |

PucyHok 2.3.1
2.4. BblbpaTb xpaHuauwe «MpomerKyToUHble LLeHTPbl cepTUPUKALMUY, HaxKaTb KHOMKY «OK»

(cm. PucyHok 2.4.1):
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Buibop xpaHuauwa ceptudukara

BoibepuTe xpaHunuwie cepTUdUKaToB.

ABTOMaTUYECKK, UNK Xe

| Niaroe A
| [loBEpeHHbie KOPHEBLIE LIEHTPbI cepmd]:‘
Noee e &0 3 2 onegon

R RIS Be Tuna cepTudMKaTa
TPOMEXYTOuHbIE LEHTPEI cepTduKauy]

=

-
|_ConTuhscATR I KATANKIM HAT NARANIA

4""\ m ] »

[ NokasaTe dusiueckue xparmniwa

o< | omen |

MoapobHee o xpaHummwax cepTUdUKSTOB

[<Hasan ][ Aanee>][ Otmera ]

PucyHok 2.4.1
MacTep YCTaHOBKM cepTUPMKATOB BepHETCA B OKHO «XpaHunuuwe cepTuduKaToB», 3aTem
HeobXoAMMO HaXKaTb KHOMKy «danee» (cm. PucyHok 2.4.2):

| &
Macrep »mnopTa ceprudukaros M

Xpannwnnuie cepruduxaros

XpaHunuLLa cepTUUKATOB - 3TO CUCTEMHbIE 06RaCcTH, B KOTOPBIX
XPAHATCA CEPTUPMKATEL.

Buifop xpaHunia MoxeT BbiTe npousseneH Windows asToMaTUYECKM, WM Xe
MOXHO YKa3aTb PasMelleHne CepTUDMKATa BPYYHYIO.

(©) ABTOMaTMHECKM BbIBPATL XPAHUMLLE HA OCHOBE TWNa CepTUDMKATAE
@) MomecTnTb BCe cepTUdMKATBI B CNIEAYIOlLEE XPaHUIULLE

XpaHunuwe cepTUdUKaTOB:
TIPOMEXYTOHHBIE LEHTPb! CepTUMKALIMN

MoapobHee o xparHunuax cepTUdUKATOB

| g |
[ <tisan || ganee> | omen |

PucyHok 2.4.2
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2.5. MacTtep ycTaHOBKM cepTUdMKATOB «nepeinser» B OKHO «3aBeplieHne macrepa MMnopTa

cepTMdUKaToB», rae HeobXxoAMMO HaXKaTb KHomMKy «FotoBo» (cm. PucyHok 2.5.1):

| Mactep mnopta ceprudukatos

3aBeplieHne macTepa umnopra
cepTudmkaTos

7 CepTidmkaT ByaeT MMNOpPTUPOBaH NOCNE HEXATMA
¥ KHONKK "ToToB0",

— Bblnk YKa3aHb! CNeAYIOWME NapaMeTpbl:

XpaHunuiie cepTudUKaTOB, BaiBpaHHOE nanb3osarene

CoaepxaHue

[ <Hasaall |[ roroso ]I[ Otera

PucyHok 2.5.1

YctaHoBKa Cnvcka o0T03BaHHbIX cepTtudukatos YL, PIBY «®PKM Pocpeectpa» 3aBeplueHa.

AHaNOrMYHYI0 Npoueaypy HeobxoauMmo npogenaTtb NocnefoBaTesibHO Ana BceX CMUCKOB OTO3BaHHbIX

cepTUdUKATOB», NEPEUYNCIEHHbIX B NyHKTe 2.1 HacToAwen NHCTpyKummn!
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