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JaHHaA WHCTpyKuMA npeAHasHavyeHa AONA pPYKOBOACTBA NpPM YCTAaHOBKE KOPHEBbIX CepTUHMKATOB,
HEeobXoAMMbIX ANA KOPPEKTHOM paboTbl ¢ CepTudnKaTamm, usrotoaeHHbimm B YL, PIBY « DKM Pocpeectpa».

TepMI/IHbI H oIIpeac/iICHUA

. KopHeBoi ceptudumkat — ceptnudmkat, obecneumsatowmii 6€3o0nacHOCTb B €AMHOM MPOCTPAHCTBE
[,0BepUA NPU 3NIEKTPOHHOM B3aUMOLENCTBUN.

o CnucoK oto3BaHHbIX ceptuduKkatos - (CRL — Certificate Revocation List) — 3TO 31eKTPOHHbIN
[OKYMEHT, KOTOPbIM COAEPHKNUT NEpPEYEHb NAEHTUPUKATOPOB CEPTUPUKATOB, ABNAIOLLMXCA OTO3BAHHbIMU U3
obpaweHma B YLU. YL, ocywectsnser oT3biB cepTudukatos m nybamkaumio CNUCKOB OTO3BAHHbIX
cepTUPUKaTOB B COOTBETCTBMMU C PernameHToM, pa3melLeHHbIM Ha oduunanbHom cariTe YU, B ceT nHtepHer

no agpecy https://uc.kadastr.ru, 8 pasgene «O LieHTpe».

. Kpuntonposaigep (Kpuntolpo CSP) — cpeactso Kpuntorpaduyeckon 3awmTbl MHbOpMaLUM
(CK3W), nporpammHbIii NPOAYKT, ANA asTopu3auMM U obecneyeHUs HOPUANYECKON 3HAYMMOCTU
3N1eKTPOHHOIO AOKYMEHTO060pOoTa MeXKAY YYaCTHMKAMM B3aMMOLENCTBUS, NOCPELACTBOM MCMO/Ib30BAHMA
npoueayp ¢opMUpoOBaHMA U MNPOBEPKM 3NEKTpoHHOW noanucu (3M), a Takxke obecneyeHus
KOHPUAEHLUMANBHOCTU U KOHTPOASA LENOCTHOCTM WHPopmMaumMm nocpedacTBom ee wudpoBaHUa W
MMUTO3ALLNTBI.

° YU - yaoctosepatowmin ueHTp ®IBY « DKM Pocpeectpa».

. ®reyY «®KM Pocpeectpa» — @degepasbHoe rocyfapcTBeHHoe OloaKeTHOe —yyperkaeHue
«®depepanbHan Kagactposas nanata dPepepanbHo cnyxbbl rocyaapcTBEHHON perncrpaumu, Kagactpa m
KapTorpapumn».

. 3N — s3n1eKTpoHHaA NoANMUChb.
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1. [logroToBka paboyero Mecrta

[na Havana pabotbl c CepTndukaTom, nonydeHHoim B YL, PIBY «PKM Pocpeectpa», HeobxoaMmo:

yctaHoBuTb Kpuntonposangep Kpuntolpo CSP;

ycTaHoBUTb KopHeBble cepTUduKaTbl;

YCTaHOBUTb JIMYHbIM cepTUPMKAT;

yctaHosuTb Kpuntolpo 3UIM Browser plug-in

(pabomocnocobHocmeb naaeuHa MOM(HO nposepume, nepelios no ccbinke
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html, npu smom
00A#HO 0Mobpa3umsca coobujeHue 0 mom, Ymo naaz2uH 3azpyiceH. CoobueHue makice 00AMHO
cooepuameb UHGPOPMAUUIO O 8epcuu MaAd2uHAd U O Ccocmase UCrosb3yemoz20 fUYHO20
cepmuguxkama).

KopHeBble cepTudmKaTbl 1 CNUCKM OTO3BaHHbIX cepTUdMKaTOB NybAMKyLOTCa Ha calTe YL, no agpecy -

https://uc.kadastr.ru 8 pasgene «MoapepxKa».
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2. YcraHoBka KopHeBbIX cepTUDHUKATOB

2.1. [nayctaHoBKM KopHeBbIx cepTUdUKaToB HeEO6X04MMO:
- Ha caiTe YL, «®PKI Pocpeectpa» «3aitnu» B pasgen «Moapepka» -> «lMepeyHn KOpHEBbIX
cepTMPMKATOB M CMUCKOB OTO3BAHHbIX CcepTUPUKATOB, Heobxogumbix pna pabotbl ¢

KBaAuduumpoBaHHbiMm ceptudpukatom, nonaydyeHHbim B YU PIBY «®PKMN Pocpeectpa»

(cm. PucyHok 2.1.1):

#) NAYHBIA KABMHET

M rocpPeecTP YAOCTOBEPAIOLLUMN LIEHTP e
f,‘_’f.i;?f‘ DeaepanbHOW KaAacTPOBOW Nanatbl 0L BECTATHL

manata

Mbl SENAEM MOCYCNYT KAYECTBEHHEE W AOCTYNHEE

INEKTPCHHAA NOANMCH MPOBEPKA 3N NOAAEPKKA KOHTAKThI O LIEHTPE FAQ

¥YEamaemMble 3aAsuTenal

B cooTEeTCTEMM € yEegomieHren MuHkomeE a3 Pocoam,
BRANyCK CepTudikaTos 371 no MOCT P 34.10-2001
nocae 31.12.2018 y4oCTOEEPALLEAM LIEHTDEM HE OOMyCKAETCA.

B ceasu ¢ 4em, nocne 18:00 (Mck) 26.12.2018
MOKFIYEHE BEOSMONHOCTE MOgaqm9
B ¥QOCTOESpROWWIA LeHTp OIBY «@KT1 Pocpeecrpas
38NPCCoE Ha Beinyck Cepridgkaros 2N no NOCT P 34.10-2001.

MNOANEPHKKA

WMHCTPYKUKWA O NOPAAKE DEMMCTPALMK W NoAy-eHWY cepridukaTa ans @M u MM & Nuqdom katuaeTe YU STEY «0KN Pocpeecpas
WHCOTpYKLKWA © Nopaagke DEMMCTPaLMK M Momy-HeHY ceprudukara ana HON B Mivgsom kabuqete YL ©TBY « DKM Pocpeectpax

WMHCTpYKLWA NO YOTEH0EKE NMYHOro cepTudmkata, Bsmersoro ¥ $reY «0kI Pocpeecrpas

Mepeyni KOPHEELIX CERTUEWKATOE W CNWCKOE OTOSEAHHLIX CEPTHHHUKATOE, HEOEX0AHMBIX 418 PA60TH ¢ KEANWGHWLWPOESHHBIM CEPTHHHKATOM,
noay4etHbii & YL, @IEY « KM Pocpeectpax

AR oBernedeHs JOBEDUA K CEPTURMKATAM, NOAYYERHEM B YL OTBY «@K PocpeecTpas, a Takoke AR NPOBEPKA WX KTYANEHOTO CTaTyca,
CNEAyET PasMerTUTh HEOBX0gWMEIE KOPHEBEIE CEPTUHMKATE! M CNMCKW OTO3EAHHEE CEPTUBMKATOR B CNELMaNEHBIE XPAHWWLLE OMNEPaALMOHHON
CACTEME

PucyHok 2.1.1

- CKayaTb aKTyanbHble KopHeBble cepTudmKaTbl (CM. PucyHok 2.1.2).
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BHUMAHUE! HeobxoauMmo 3anomMmHUTb MecTo, Kyga coxpaHawTca ¢ainbl KopHeBbix

ceptudumkKaros!

AKTYanbHLIE KOPHEBEIE CEPTUHNKATEI

T MUHKOMCEAZW POCCAM

) YAOCTOEEPAILLETD LEHTES

3= no MOCT P 34.10-2012 {ana cepTHdUKaToE, BRIMyWerHbIX ¢ 0

g no MOCT P 34.10-2001 {ana cepTudWKaToE, Beimyllersn C 1

DTHQWKETOE, BRIMyLWEHHBIX C 2

PucyHok 2.1.2

- Aanee nocnenoBatesibHO YCTaHOBUTHb KOpHeBbIe CepTM(I)MKaTbI. YcTaHOBKa KOpHEBbIX

cepTMdUKaTOB BO3MOXHA ABYMA CNOco6amu: B aBTOMATUYECKOM PeXNME, B K pyHHOM» peXKume.

MNpumeuaHue: B cyyae Bbibopa cnocoba ycTaHoBKM KopHeBbIX cepTUPUKATOB B aBTOMATUUECKOM peXKUme
6yaeT ocyulectenieHa YCTaHOBKa BCel LUeno4vkn ceptuduKkaumm (KopHesble ceptuduKaTbl U CnincKM
OTO3BaHHbIX CePTUUKATOB), A1 STOr0 HEOHBXOAMMO BOCMOb30BaTLCA « MHCTPYKLMEN NO aBTOMATUUECKOIA

YCTaHOBKe KOpPHeBbIX CepTUPMKATOB U CNUCKOB O0TO3BaHHbIX cepTudukatos YL, PIrBY «®KMN Pocpeectpar.

2.2.  [naycraHoBKM KopHeBoro cepTudmKaTa B « pyYHOM» PEXUME HEOBXOAMMO HaXaTb NpaBow
KHOMKOM MbIlIM Ha coxpaHuBliemca ¢aine, B KOHTEKCTHOM MeHI0 BblbpaTb MYHKT «YCTaHOBUTb

cepTUdUKaT». B OTKPbIBLUEMCA OKHE HayKaTb KHOMKY «[anee» (cm. PUCYHOK 2.2.1):

Ctp. 6 1310
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Macrep umnopra ceprudukatos

Macrep

{EAD AL

3TOT MaCcTep NOMOraeT KOMMpPoBaTh CEpTUMKAT,
CTIACKM 10BEPUS 1 CMCKM OT3bIBa CEPTUGUKATOB C
0 AUCKa B CEpTUDUKETOB.

CepTudmkar, i1 LEHTpOM cep
SBNAETCA NOATEEPKAEHNEN BaLei IMYHOCTH 1
coAepkMUT MHGOpMALYIO, HeoBX0AMMYIO ANA 3aUMTHI
A@HHBIX UK YCTEHOBNEHNS 3aLUMLEHHBIX CETEBLIX
MOAKMIOHEHNIA, XPaHUNMLLE CEPTUDMKATOB - 3TO
06NaCTb CUCTEMbI, NPEAHASHAYEHHAA AN XPaHEHUS
cepTUPMKATOB.

NS NPOAO/DKEHNA HAaXXMUTE KHONKy "flanee”.

PucyHok 2.2.1

[Bepcuna 3.2 01 29.12.2018]

2.3. YcTaHoBUTb MNepekntodatens B nosuumio «lMomectutb Bce cepTUdMKaTbl B caegylouiee

XPaHUAULLE» M 3aTEM HaXKaTb KHOMKY «0630p» (cm. PucyHok 2.3.1):

Macrep vmnopra ceprupukatos E

Xpaunnuuie cepruduxaros

XDEHSATCS CEpTUDMKATSI.

XpaHunMwa cepTUGUKATOB - 3TO CUCTEMHbIE 0BNIACTH, B KOTOLIX

Beifiop xpaHunuia MoxeT BbiTh npousseneH Windows asTOMaTHHECKM, WM Xe

MOXHO YKa3aTb P

XpaHunmwe cepTMdMKaTos:

CEpTUG 3 BpYHHYrO.

() AsToMaTMyECKHN BHIBPATH XPEHUNMULE Ha OCHOBE THNa CepTUdUKaTa

@ MomecTuTb BCe cepTud BC

MoapobHee 0 xpaHUNMULAX CEDTUDUKATOB

[ <tesan |[ manee> | [ omena |

PucyHok 2.3.1

2.4. BblbpaTb xpaHunuue «JoBepeHHble KOPHEBbIE LEeHTPbl CepTUDUKALUNY U HAXKaTb KHOMKY

«OK» (cm. PucyHok 2.4.1):
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Macrep umnopra cepTudukaros [ -

Buibop xpaHunuwa ceptudukara

BoibepuTe xpaHunuuie cepTUhUKaTOB.

cepTMhMKALIM

5 s
| MpoMexyTouHsIE LEHTPbI CEpTUDMKALY
" [osepeHHble uspaTeni

<= 0
| CanTuhUKATR K KOTANKIM HAT NARSNIAC

< »| 1

[ Nokasate dusudeckue xpaHunwa

=i

MoapofHee 0 xpaHUNMWax cepTUdMKATOB

| <tasan || gance> | [ omers

—d

PucyHok 2.4.1

[Bepcusa 3.2 01 29.12.2018]

MacTep yCTaHOBKM CepTUPUKATOB 0TOHPA3UT OKHO «XpaHUAULLe cepTUPUKaATOBY.

3aTem cnefyeT HaxaTb KHOMKy «fanee» (cm. PucyHok 2.4.2):

Macrep vmnopra ceptud =

Xpanunuuie cepruduxaros
XpaHunuwa cepTUHKATOB - 3TO CUCTEMHbIE 0BNacTy, B KOTOPBIX
XPaHATCA CepTUPUKATELI,

Bbibop xpaHunuwa MoxeT BbiTe npousseaeH Windows aBTOMaTUHECKM, MM Ke
MOXKHO YKa3aTh PasMELLEHNE CePTUDMKATA BPY4HYIO,

() ABToMaTM4eCcKM BbIBPATE XPAHWMILE Ha OCHOBE THNa CepTUOMKATA
@) MomMecTuTb BCe CepTUOMKATLI B CNEAYIOLLEE XPAHUMILE

XpaHunuuLe cepTUMKATOB:

[losepeHHbie LEHTPbI cepTUd

MoapobHee o xpaHUMMWAX cepTUDMKATOE

[ < Hasaa I][ Aanee > l
e

PucyHok 2.4.2
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2.5. Macrepom ycTaHOBKM cepTMdUKaTOB OyaeT BbiBeAeHO OKHO «3aBeplueHMe mactepa
umnopTta ceptuduKatoB». B nosBMBLIEMCA OKHe HeobXoAMMO HaxKaTb KHonky «lFoTtoBo»

(cm. PucyHok 2.5.1):

Macrep umnopra cepTdukaTos

3aBeplieHne mactepa uMnopra
cepTupmKaTos

) CepTudukat GyaeT MMNOPTHPOBaH NOCNE HAXATUA
) KHomkK “ToToB0",

BbiM YKa3aHb! Cieayiowme NapaMeTpol:

XpaHunuiLe cepTudUKaTos, BoibpaHHoe nonbsosaTene

CoaepxaHue

[ <tosaal | roroo ]

PucyHok 2.5.1
2.6. B HeKOTOpbIX CAy4anx MOMKEeT MNoABMTbCA NpeaynpexneHne cuctembl H6e30nacHoOCTM o
roToBALLEMCA NpoLecce YCTAaHOBKM cepTudUMKaTa OT LieHTpa cepTudukaumm. B stom cnyvae Heobxoaumo

BbIPa3UTb COr/lacue, HaxkaB KHomMKy «fa» (cm. PucyHok 2.6.1):

Ctp. 91310
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loToBuTCA ycTaHoBKa cepTudukata oT uenTpa ceptudukauun (LC) B

% 3TOM ACMEHE!

FonoeHOW yACCTOBEPAIOLLWIA LEHTP

He yaaetca npoeepute, uto ceptudukat npuragnexut "MonosHoil
yAccTosepatowmit ueHtp”. OBpatutecs k "M0n0BHOI yA0CTOBEPAIOLLMIA
ueHTp" 1 NoaTBEpANTE Ero NponcxoxgeHne. Cnegyrowme yncna ByayT
NOME3HbI 4N8 A3HHOTO NPOLECCa:

Otneuatok (shal) : SCAES8BB FD404ATA 53630864 F9033606 ELDC45E2

Mpeaynpexaerue:

Ecnmn ycTraHoBuTb AaHHBIN KopHeBoi cepTudukar, To Windows
aBTOMaTUYECKK ByaeT A0BEpATL Nt0BOMY cepTdUKaTY, BbIAAHHOMY
LUC. ¥YcraHoeka cepTudumkata Bes oTneYaTKa MOXKET NPUBECTN K PUCKY
BesonacHocTi, "/la" yKasbIBAET, 4TO PUCK NPUHUMAETCA.

| la |! Her

YcTaHOBWUTL AaHHbIN cepTudukaT?

PucyHok 2.6.1

Ha sTom yctaHoBka KopHeBoro ceptudukata YL, OPrBY «®PKM Pocpeectpa» 3aBeplieHa.

AHanoruyHyio npoueaypy Heo6xoaumo npogenatb Noc/ne[0BaTe/IbHO ANA BCEX KOPHEBbIX cCEPTUPUMKATOB,

nepeynciaeHHbIX B NyHKTe 2.1. HacToAwel NHcTpyKumm!
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